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Amottolnon euBuvwv - Disclaimer

OL TIANPOYOPLEG TTIOU TIEPLEXOVTAL OTO TTAPOV Kal ol SNAWCELG TTou ekppdldovtal elval Yeviknc @uong Kat dev poopilovtal va
QVTLHETWTILOOLV TIC TIEPLOTACELG OTIOLOUSITIOTE CUYKEKPLUEVOU QTOHOU 1) OVTOTNTAG. MNapdAo Tou TIPOoTIaBoUHE VA TIAPEXOUHE
AKPLPBELG KAl €YKUPEG TIANPOPOPLEG Kal va XPNOLLOTIOLOUE TINYEC TTIoU BewpoUpe a&loTioTeg, Sev UTIAPXEL €yyunon OTL QUTEC Ol
TANPopopleg elval akpBelg katd tnv nuepopnvia mapaAaBnc Toug f ot Ba cuvexioouv va elvatl akplBelc oto péAov. Kavelg Sev
TIPETTEL Va evepyel BATEL AQUTWVY TWV TIANPOYOPLWY XWPLG KATAMNAN €MayyeEAUATIKT) CUMBOUAR HETA Ao eVSEAEXT €EETAON TNG
OUYKEKPLUEVNC KaTdotaonc.

OAeG oL TTEPLYPAPES & OL TIEPIAAPELS TTOU AWOPOUV ATPAALTTIKEC KAAUWELC TIpoopilovTal HOVO yia YEVIKOUG EVNUEPWTIKOUC OKOTIOUG
Kal &gV TPOTIOTIOLOLV 1| €mnpedlouLV TouG OpouG / TPOUTIOBRETELS/ €EQLPETELS OTIOLOUSATIOTE acpaAlotnplou cupBoAatou. Ot
AOPANLOTIKEG KAAUWPELG SLEMOVTAL TTOKAELOTIKA KAl POVO armd Toug 0poug / TipoUTIOBECELG/ EEQLPETELC TG eKACTOTE cuvapOeloag
LETAEY aopaALOTH KAl QOPAALOHEVOU AOMAALOTIKNG oULBacnG. H avaknn oloudnmote axeTikoy KvSUVOU Kal n Stayelplon tou Ba
TIpETTEL va otnptlovtal ota guidelines kat tig Sladkaoteg tne kdBe etalplag kat n xprion Tou osnyou Ba TIPETTEL va yivetal kabapd o€
ETILKOUPLKN Baan.
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MpoAoyog
Cyber Risks: MpokAnon kot Evkatpia yia tnv AcpaAiotikn Ayopa

1. To 2020 anotéAeoe xpovid otabuo yla tov Pndlakd HETACXNUATIONO KpoTwy, SnUoclwv
OPYOQVIOUWV Kal emixelpnoewv. H eudavion tng mavdnuiag tou kopovaiol COVID-19
erutayuve paydaia tig e€ehifelg oe maykooulo eminedo otov €dw Kal Kapd SUVOULKA
QVANTUCOOUEVO ToE TNG PNndLakng Texvohoyiag. e OAo Tov KOoUo Snudaolol opyaviouol,
ETUXELPNOELC, UIKPEC KOL LEYAAEC, CUUTIEPIAQUBOVOUEVWY TWV ACPOALOTLKWV ETXELPHOEWY,
OVOYKAOTNKOV Va ULOBETACOUV TaxXUTATA TNV AMOUAKPUCUEVN EPYACLO OE HLO TTPOOTAOELO
va cuvdpdpouv otnv entBpaduvon tng e€amiwong tou COVID-19 kol va mpootateloouv
TOUC £pYalOUEVOUG KOl TOUG TIEAATEG TOUG Bacl{Opevol OXeSOV ATOKAELOTIKA O PNLAKEG
TEXVOAOYLEC TIPOKELUEVOU VA TaPAUEIVOUV OE emadn Kot va cuvexioouv Tn AElToupyia TOUG.

H aufavopevn e€dptnon oamd tic Pndlakég texvoloyieg odnynos avamodeukta o€
auéavopevoug Kivduvoug Pndlakng acpalelog Kat ae avaioyn alvénan Tou NAEKTPOVIKOU
EYKANUATOC.

2. 2tic 20 Oktwppiou 2020, o ENISA, o Opyaviouog tng Evpwmnaikng Evwong yia tnv Aodalela
otov KuBepvoxwpo (www.enisa.europa.eu) dnuoocicvuoe tnv EkBeon «Cyber Espionage -

Threat Landscape 2020», 6mou meplypddel TIC 1o MPOodATEG TACELG TTOU OXeTI{ovTal UE
ETUOE0ELG KATAOKOTELOG OTOV KUPBEPVOXWPO KoL TIOPEXEL OAOKANPWHEVN avaluon twv 15
kopudaiwv KuBepvoamell\wy TOU QVIWLETWNIOTNKAV OF TOYKOOULO eminedo petafl
lavouapiou 2019 kat Anpiiiou 2020. H EkBeon mpoaoblopilel tnv emibeon pe kakoBoulo
AOYLOULKO WC TNV VOUEPO £va OTelAr] 0ToV KUBEpvoXwpo yla Thv Eupwrnaikr Evwon, evw
auavouevn Ttaon Mopoucldlouv TO NAEKTPOVIKO PApPeUA, n KAOT TOUTOTNTAG KoL TO
ransomware. To kopudaio KivnTpo Twv €YKANUATLWV TOU KUPBEPVOXWPOU TIAPAUEVEL N
andktnon napdvouwyv ecodwv. H ExkBeon Stamotwvel eniong otL to neptBaiiov COVID-19
tpododotel emIBECELC O OTiTIO, ETUXELPNOELS, KUPBEPVAOELS KAl Kploweg umodouég. H
Pnolonoinon OAwv twv Sladlkacwwy Kal N amoSuvAUwon TWV UTIOPXOVIWV HETPWV
aodalelag otov KUBEPVOXWPO HECW aANaywY OTA TIPOTUTIA EPYACLOC KOl UTTOSOUNG TToU
npokaAouvtal and tnv mavdénuia COVID-19 dnuioupyel euKalpieg yla €EATOMIKEUMEVEC
eruOeoelg otoug LSlaitepa «€EUTIVOUC» eyKANUATiEG TOU KUPepvoXWPOU HE TN XPHon
TPONYUEVWY PEBOSWV KoL TEXVIKWY. HEkBeon mposlbormolei OTL UTtAp)EL LOKPpUC SpOUOC yLa
NV eniteuén evog o aodpalouc PndLakou meptBAAAovtog.

Kavei¢ 6ev npénel va Bswpel tov gautd tov aocdalr). H kaAUtepn avtidpaon sival n
cuveldntonoinon Tou KwSUvou Kat n €ykaipn dtaxeipion Tou.

3. OAa autd spdavitovtal o pia emoxn mou n achoAloTikr oyopd Kat ot urteVBUVOL XApa&ng
NG EVPWTATKAC TIOALTLKNG Elyav 1SN EVIEIVEL TIG MPOOTIABELEC TOUG YLa va AVTANooUV 0dEAN
artd v avénon tng Yndlomoinong, meplopilovtag kotd To Suvatov Toug avadudUeVoUG
VEOUC KLvdUvouc.

O umtevBuvol xapa&ng MoALTIKAC TG Eupwraikng Evwong €xouv deopeutel va cuvBéoouv
KalL va eVIOXUO0UV TOUG SLACTIAPTOUG VOUOBETLKOUE KAVOVEG TIoU LoXUouV otnv Eupwraikn
‘Evwon yla thv acddAela otov KuBepvoxwpo, Sidovtag blaitepn éudaon otnv evioxuon g
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http://www.enisa.europa.eu/

«PNLOKAG EMXEPNOLAKAC OVOEKTIKOTNTAC» TOU XPNUOTOTMIOTWTIIKOU TOMEN, O OTOoLoG
avapévetal va Bpebel oto emikevipo twv KuBepvoemiBéoewy. OL Slafouleloelg Kal ol
MPWToPROUALEG yLa TN SLapopdwan Tou KATAAANAOU KavovLoTIKOU TAOLGiou yLa Tny evioxuon
™M dnolakng oaoddlelag Kot OVOEKTIKOTNTAG TWV EUPWITOIKWY ETILXELPNOEWV Kol
opyaviopwv eival ouvexelc. AMwote to meplBaliov ¢ Yndlakng texvoloyiag eival
ouveXwe e€eAlooopevo Kal n Sltaohailon g kuPBepvoaodalelag amaltel emaypunvnon Kol
ouvexn mpoonabeLa.

4. H aodalioTikn Blopnxovio KATEXEL HLa povadikn B€on og auth TNV MPoomnadela evioxuong
™ Pndrakng avBektikotnTag TG Eupwmnaikng Evwong, pia Kol wg TopEag anoteAel oToxo
KUBEPVOETILOECEWV KOl ETIOUEVWCE TIPETIEL VAL EVIOXUOEL TV AVOEKTIKOTNTA TOU, GUYXPOVWG
OLWC WG dpaotnplotnta sival autr mou Ba npoodEpel Mpootaoio o€ ANAEC ETILXELPNOELG
HECW HLAC OELPAG TIPOIOVTIWY acdAaALlong KaTd Twv KIvEUVwY Tou KuBepvoxwpou.

H aoddAion katd Twv KvdUvwV Tou KuBepvoxwpou Stadpapatilel KaBopLoTiko poAo otnv
TPOOTIABELN LLKPWV KL LEYAAWV ETILXELPHOEWY VA EVIOXUGOUV TNV VOEKTIKOTNTA TOUG OTOV
KuBepvoxwpo, mpoodEpovtag TOANEC SLadOPETIKEG UNNPETIEG, TOOO TPV, TOOO KATA TN
SLAPKELA OGO KoL LETA QO £Va TIEPLOTATIKO KUBEPVOENiBeong. H mpoaotaaoia mou mapExel
n aodpahiion £xeL Vo OYeLg:

" OL aodaAlotég Swadpapatifovv anodaolotikd podo otn ANYn MHETpwv mMPoAndng,
ouvdpapovtag tnv achaAllopevn enyeipnon va oavtiAndOel Ta TpWTA TNG ONUELD KoL TV
£€kBeon Tng otov Kivéuvo aglohoywvtag Kat evioxuovtag tnv Pndlakr aveekTkOTNTA TNG.

= Kol £@v n anetAf yivelL mpaypatikotnta, n aopaiion npoodépet Sixtv acpaleiag otnv
eruxeipnon PBonbwvtag TNV VO OVTHETWTIOEL OMOTEAECUATIKA TIG OLKOVORLKEG
ETWNTWOELG TNG Kplong, OXL HOvN NG, dAAG pe TNV MOAUTIUN GUUBOAN Tou acdaAloTti
ne.

H mavénuia emiBefaiwos tn onpoocia tng avOEKTIKOTNTAG OTOV KUPBEPVOXWPO yLa TLG
ETUXELPNOELC OAWV TWV PeYEBWV Kol aVESELEE TOV ONUAVTIKO POAO TwV AchOALOTWY OTNV
nPOANYN, TOV LETPLACHO KOl TNV avaAndn LEPOUG TOU PLOKOU TWV ETILELPIOEWV.

5. H aodpdaAion Katd tTwv KivdUvwv Tou KUBEPVOXWPOU £lval OLOAOYOU LEVWG o TTOAUTTAOKN
véa popdn achaiiong. Auth tn OTLYUN TIPOCHEPETOL OTN XWPA LA OTtd OPLOUEVO aplOuo
aodpalloTKwy eTalplwy, eite wg autotedég aodaliotiplo cupupolaio (standalone cyber
insurance), eite w¢ emékraon AAANG aodaiiotikig KaAung. Qotoco, n achdaAion cyber risk
aracyoAel ohoéva Kal MePLocOTEPO TNV EAANVIKY aodalloTikn ayopd armd thv anodn tdéco
NG TMPOOTITIKNAG avarmtuéng, 600 Kol TwWV TIPOKANCEWV KOl TWV &KWV Bepdtwy mou
avadelkvloVTaL Kal TIPETEL VO OVTLLETWITLOTOUV, OTWG eival ta IntApata underwriting, risk
management, mpootacioag mPocwnikwy SeS0UEVWY K.4..
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06nyog Acdaliiong Cyber: Mia npwtofoulia tng EAEE yiwa tnv acharéotepn
MPOCEYYLON TWV MPOKANGEWV TOU KUBEPVOXWPOU

1. H EAEE avayvwpilovtag To onuavtikd poho mou pnopei va Stadpapatiost n achaAlotiki
0yopad OTNV OVTIUETWITILON TwV aUEavOUEVWY TIPOKANCewV mou eudavilel to Tomio twv
KLvSUVWV OToV KUBEPVOXWPO, TIPoXWwpPnos otn cuotaon eldlkng Opasdag Epyaciag yia tnv
AcdaAion twv Kwvduvwyv tou KuBepvoyxwpou.

JTOX0C¢ TG Opadacg authg elval n otevr) MapakoAolBnon Twv efehifewv oTOV TOPED TWV
KLvSUVWV Tou KUPBepvoxwpou oe eBVIKO Kol eUpWTAiKO enimedo kat n avalndn dpdoswv
EVNUEPWONG TWV eTapWY peAwv TG EAEE kal twv evlladepouevwv ¢opéwv Kal
OPYQVIOHWV.

2. 0 «06nyog AodaAiong Cyber» sival pia mpwtofoulia tng eldikng avtng Opadag Epyaociag
¢ EAEE mou €xelL toug €€¢ KUplwg oTOXOUG :

" v TIOPOUGCLAZEL LE ATTAO KOL KATOVONTO TPOTIO TLC PAOLKEG EVVOLEG & TOUG KIv8UVOUG ou
Ba NTav XproLo KAToLOG VOl YVWPLIEL TIPOKELUEVOU VO TIPOOEYYIOEL KAAUTEPA TOV TOHEQ
TOU KuPepvoxwpou,

" va mapEXEL XPOLUEC TTANPODOPIEG OXETIKA LE TIC MOPEXOUEVEG OO TNV AOPAALOTIK
ayopd KaAUYPELS yia TV aopaALon TwV KvSUVWV Tou KUBEPVOXWPOU, OAAG KAl yLo TN
BEATIOTN KATA TO SUVATOV AVTIMETWIILON TWV ESWKWY BEUATWY TTOU armagyoAouv TtThv
oodpalloTikn ayopd Kat adopolV oTov ToPEN auTo (OMwG elval yla tapadetypa n kpudn
£€kBson 1 aMuwg «silent exposure» os kKwwdUvoug TOU KuBepvoxwpou GAAwv
aopaAloTikwy KoAUPewy, edlkd Intiuata underwriting, mpootaciag MPOCWIIKWY
Sebopévwy k.a.),

® ya EVNUEPWVEL VLA TIG ONUOVTIKOTEPEG MEAETEG Ko eKOEOELG TTOU dnpoctelovtal o€
S1eBvég enimedo yla B£pata kuBepvoacddrelog, oAAd Kol elSIKOTEPA Lo B€pata mou
adopouv otnv acddAlon Twv KvdUVWY Tou KUBEpVoXwpou.

0 «06nyag Aodaliiong Cyber» Ba epmAouTileTol cUVEXWG UE VEA KELEVA. EXEL ATIOKAELOTIKA
KOL HOVO EVNUEPWTIKO KOl N SECUEUTIKO XOPAKTAPO KOL QTWTEPOC OKOTIOC ToU £ival N
MPOoAywyn TOU ETLOTNHOVIKOU SLoAdyou Kal n Katd to duvatdv KaAUTEpn Kal GUVEXAC
EVNUEPWON AODOAALOTIKWY ETOLPLWV KOL AOPAALOUEVWV.

@€Aoupe va MLOTEUOUE OTL 0 «08nyog AcddaAiong Cyber» Ba amoteléoel éva XpROLUO
gpyaleio yia dAoug toug evdladepopevouc.
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‘Evvoleg — Kivéuvol

Phishing
Phishing eivat n emkowwvia péow nAektpovikng aAlnloypadiag, n omola TpoLpxetal
DALVOUEVIKA OATIO HLAL VOLUN TTNYH KoL TIPOTPETIEL TOUG XPNOTEC VA amokKoAUOUV TPOCWITLKA I
ETALPLKA oTOLXEla 1] va akoAouBrcouv KAmolo cUVOECO0 08 AANO LOTOTOTO, UE ATIWTEPO OKOTIO
Vv KAomr) 6eGOpEVWV 1 TNV EYKATAOTAGCN KAaKOBouAou AoylopikoU. ArmoteAel péBodo
KOLWVWVLKNG LNXOVLIKAG (Social engineering).

Pharming
Pharming eival eidog emiBeong mou otoxo £xel TNV ovakatelBuvVon TOU TPOYPAUUATOC
nieptynong (browser) og GAAec PeUTIKEG LOTOOEAIBEG e AMWTEPO GKOTIO TNV KAOT) SedoUEVWY
1 TNV EYKATAOTACN KAKOBOUAOU AOyLOULKOU. Z€ mepintwaon emtuxnuévng enibeong Pharming,
QKOUN KoL oV 0 XPAoTNE TANKTPOoAoyEL Tn owoth dtevBuven tou SladiktuakoU TOmou mou BEAeL
va eniokedtel, Bewpwvtac mwg Ppioketal oe aohaAn xwpo, n avakatevBuvon Ba Tov odnyei
navta og PeuTIKn.

Social engineering

Social engineering (KOWwVLIKA LNXAVLKA) €VaL N TAKTKI TIOW QO LEPLKEC ATIO TLC TILO SLACNUES
eruBOgoelg yakep. Eival pla péBodog mou PBaociletal otnv €psuva Kal Tnv MelBw mou eival
ouvnBwg otn pila Tou spam, phishing, kat spear phishing anatwv, ot onoieg dtadidovral péow
NAEKTPOVIKOU Taxubpopeiov. O okomog twv embBéoswy social engineering eival va kepdiloeL tnv
gumiotoolvn tou Bupotog yla va KAEPeL Sebopéva Kal xprpata. Ta meplotatikd Social
engineering ouxva mepAapavouv Tn Xpron KakoBouAou AoylopLkoU, OTwE ransomware Kol
trojans.

Ol neputtwoelg Social engineering mou avodépovtal mapakdtw Sivouv pla WBEa yla To mwe
AeLToUpyoUV QUTEC OL ETILOEDELG KL TTOCO SATMAVNPEC UMOPOUV VA YIVOUV YLA TLG ETALPELEG, TOUG
avBOpWMOUG KaL TLG KUBEPVNOELG.

TnAeomtikn Sikaotng efamnatnOnke ya oxedov 400.000 Soldpla. Evag kuBepvosykAnuatiog
MLURBNKe TNV BonBo tne Kal €otelle €va email otov AoyloTr TNG {NTWVTOC LA TTANPWHI TIOU
oxetiletal pe emevdloelg o akivnta. Xpnowomoinos pa StevBuvon nAektpovikol
TayuSpopeiov mapopoLa pe tn vopLn. H amatn avakaAlbdpOnke povo adol o Aoylothc €otelle
€val MAvupo nAektpovikol Ttaxudpopeiov otn ocwotr SevBuvon tou Ponbou Intwvtag
AEMTOUEPELEG YL TN cuvallayn).

H Toyota Boshoku Corporation, mpounBeutn¢ €apTNUATWY QUTOKLVATWY, €MecEe BUMA LG
emniBeong social engineering to 2019. Ta xprpato tou xadnkov avépyovral o 37 eKaToppUpLa
SoAdpla. Xpnolpomolwvtag tnv melbw, oL eTUTIOEPEVOL EMELOAV £VA OTEAEXOG TOU OLKOVOULKO
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TUAUOTOG va aAAGeL TIC mMAnpodopieg Tou Tpamellkol Aoyaplacpol TOU TIOPAANTITN OE €val
EuBaopa.

AOyw tou social engineering kal tng amatng bec (business email compromise), n kopnteia
Cabarrus, oti¢ Hvwpéveg NoAteieg, unéotn anwAela 1,7 ekatoppuplwv doAapiwv HMA to 2018.
Xpnolpomolwvtog KakOBouAa pnvupata NAEKTPOVIKOU Taxudpoueiou, oL XAKEP TapPLOTAVAV
TOUG T(POUNDOEUTEG TNG KoUNTELaG Kol {ATNoOV TIANPWUEG OE VEO TPAME(KO Aoyaplaopd. ta
pnvOpato NAEKTpoVIKoU Ttoaxudpopelou, ol amatewveg Tapouciacav TMPodavwe VOULUN
TEKUNplwon.

Apketol avBpwrol éxaoav XIAASeg SOAAPLO O KPUTTTOVOULOUO UETA Ao TV enibeon xakep
otnv LotooeAida Ethereum Classic, To 2017. Xpnolpuonolwvtag social engineering , oL xakep
ULUROnkav tov bloktntn tou Ethereum Classic, anéktnoav mpoofacn oto domain kot otn
OUVEXELD, avakateuBuvav to domain otov 81kd toug Stakoptoth. OL eykAnuatieg e€nyayav to
KpuTttovoulopa Ethereum amod ta Bupata adoul swoayayave Evav Kwdko (code injection) atov
LOTOTOTIO TIOU TOUG EMETPETNE va PAEMOUV SLWTIKA KAELWSLA TIOU XpNnoLUOmoloUvVTaL yLlo
oUVOAAQYEG.

TG poebplkeg ekAoyEC Twv Hvwpévwv MoAtewwv to 2016 ol emiBéoelg spear phishing
odnynoav otn dloppon UNVUUATWY NAEKTPOVIKOU Ttoxudpopeiou kat mAnpodoplwyv amod To
Anpokpatikd Koppa. OLyakep Snuiovpynoayv éva PelTiko PRvupa NAEKTPOVIKOU TaxuSpoueiou
artd to Gmail, KAAWVTAG TOUG XPNOTEC, LECW EVOC ouVEEoUou, vo alaéouv Toug KwSLKoUG
npoéoBaocng Toug Adyw acuvnBLotng SpaoctnploTNTAC. 2TN OUVEXELD, OL OTOTEWVESG £lxav
npooPacn o€ EKATOVIASEG PNVUHATO NAEKTPOVIKOU TaxuSpopeiou Tou meplelyav evalobnteg
niAnpodopiec oxeTKA pe TNV ekotpateia KAivtov.

H Ubiquiti Networks, kotackeuaotng texvoloyiag yia Siktvwon, £xacs oxedov 40 skatoppupla
10 2015, petd and pa enibeon nAektpovikol "Papépatoc”. Moteletal OTL £VOC AOYOopLACHOG
NAeKTpOVIKOU Taxudpopeiov umaAAnAou éxel mapapBlaotel oto Xovyk Kovyk. 2Tn ouvéxela, oL
XAKEP XPNOLUOMOINCOV TNV TEXVLKA TNG amopipnong yua vo Intrioouv 80ALEG TANPWUEC, oL
OTOLEC €yLvav Ao TO AOYLOTLKO TUAUA.

Metd amo €peuva, to FBI emeofuave otL n kuBepvoeniBeon otn Sony Pictures, to 2014, Atav
gubuvn g KuBEpvnong tng Bopelag Kopéag. XAadeg apxela, cupmepAapPavopévwy
ETUXELPNHUATIKWV CUUPWVLWV, OLKOVOULKWV €yYpAdwv Kol TMANPOPOpLWY TWV £PYALOUEVWY,
KAamnkav. H Sony Pictures Atov otdxo¢ amo XAakep yla vo oavtlypddouv mAnpodopieg amd
TIOTWTLKEG KOL XPEWOTIKEG KAPTEG TWV TEAATWV.
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Qg anotéAeopa tng napapiacng Sedopévwy tng target, To 2013, oL YAKEP ATEKTNCOV POGPaon
oe mMAnpodopiec mMAnpwung 40 ekatoppupiwy edatwv. Méow nAektpovikol "Papéuatog”, ot
eYKANUaTieg eykatéotnoav £€va KakOBoUAo AOYLOULKO ot plor ouvepyalOUevn Talpeia tng
Target, 10 omoio touc enétpedPe va €xouv MPocPach oto SikTuo Tou SeUTEPOU PEYAAUTEPOU
KOTAOTAUATOC ALOVIKAG TTWANONG TTOAUKOTOOTNHATWY OTIG Hvwpéveg MoAlteieg. ITn ouveéxela,
Ol XAKEP gyKATETTNOOV £V GAANO KOKOBOUAO AOYLOUIKO OTO cuotnua tng Target Kal Pmopeca
va KAéPouv TANPodopLe yLa TIOTWTIKEG KAPTEG.

OL xakep €kAeav ekatoppUpla aplBpoug KoWwVIKAG acdaliong kat XALadeg mAnpodopieg
TUOTWTLKWY KOL XPEWOTIKWY KApTwV amod To Tunua Ecodwv tng Notiag KapoAivag, to 2012. Ot
umtdAAnAoL émecav Bupata oe auth TV amatn nAektpovikol "YPapéparoc”, polpaloviag
OVOUOTA XPNOTWV Kol KwdLKoUg MpooPaochc. MeTd amod auto, He Ta SLATLOTEUTHPL OTO XEPLA,
Ol XAKEP AMEKTNOAV TPOCROCN 0TO SIKTUO TNG KPATIKNG UTtnpeoiag.

H RSA, pla etatpeia aopareiag, ektipdral 0Tl £xel Samavr oL mepinmou 66 ekatopupUpla SoAaplo
Aoyw tng mapoaPiaong Sedopévwy tng, to 2011. H enibeon Eekivnoe pe éva £yypado tou Excel,
TO OTtOL0 OTAABNKE O€ LA UKP OHad o UTTOAAAAWY PECW NAEKTPOVLKOU Taxudpopeiou. To Bua
NAekTpovikoU taxudpopeiou eixe titAo "Ix€610 MpooAnPewv". To cuvnuuévo TepLeixe Eva
KaKOBoUAO apxelo TTOU AVOLEE [La KEPKOTIOPTA YLO TOUG XAKEP.

Telephone Hacking
To tnAedwvikd Siktuo puag emixeipnong dev sival amAd to abpolopa tTwv ThAEbwWvwy Tou
SlaBEteL oUTE Kav €va amAo PndLako KEVTPO TIOU KATAVEUEL ypauUeS. Elval éva olyxpovo
NAEKTPOVIKO ocuoTnua Tou Kataypadel KAAoelg, Slavépel mopoug SIKTUoU, TPOoodEpEL
Pnolokég umnpeoieg, €xel LPNAG KOOTOG AYOPAC Kal elval pla Kplowun umodourn tng Kabe
etalpiag.

H napaBiaon tou Ba €xel AoLmov TIG (8LleG OUVENELEG TTOU €XEL Kal N Tapafiacn kabs GAANG
NAEKTPOVIKAC UTtoSounG, dnAadn Slakomn epyaciwv, Slapporn MPoowrikwy SeSouévwy Kal
EUTILOTEUTIKWY ETALPLKWV TTANpodoplwy, {nUtd otn GApn Kot tnv aflomiotia Tne eTalpiag ouv
pio akopa:

Ol Hackers amoktwvtag tov €Aeyxo tou thAedpwvikol SIKTUOU TN EMIXELPNONG UImopouV va
TIPOKAAECGOUV KAl QUECH OLKOVOULKN (Nl HEoW TNAEDWVIKWVY XPEWCEWVY YLO TLG OToLEG elvat
unevBuvn n Etalpela wg anotéAeopa tng aubaipetng XpHong Twv TNAEGWVIKWY CUCTNUATWY
™ne.

Me dedopévo OtL elvat oAU miBavo n Etatpia va unv avtiAndBet tnv mapapiaon lowg kat ya 2
UNVEC, (LEXpL va epdavioTel o emopevoc Aoyaplacpuog!) kot AapBdavovtag urntddn to KOGTog oy
€Xouv oL KAROEeLG og aplBpols auEnuévng xpéwaong, To KEpSOg yla Toug hackers pumopet va sivat
MEYAAO Kol avtioTolya LeyaAn va sival n {nuid ywa tnv Etatpia.
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PCI DSS
To PCI DSS, (Payment Card Industry Data Security Standard), ivol To mpOTUO NAEKTPOVIKAG
aodalelag SeSopévwy TIOU €X0UV ULOOETHOEL OL EKSOTPLEG ETALPIEG TUOTWTLKWV KapTtwy, (Visa,
Mastercard k.A.Tt.) KaL €XEL WG OKOTIO VAL TIPOOTATEPEL TOL SESOEVA TWV XPNOTWV KOL VAL LLELWOEL
TNV amatn o YIVETAL e TN XProN TILOTWTIKWY KOPTWV.

Mpokeévou pia etatpia va AdBel tnv miotonoinon PCl DSS mpémnel va mAnpol 12 onpovTkES
(Ttexvikég) mpolmoBéoelg aodaleiag. Asv elval UTIOXPEWTIKO yLa Hia eTalpia va €xel AdBeL TV
TIOTOMOLNCN QUTH Ylo VA KAVEL CUVOAAQYEG HE TILOTWTLKEG KAPTEG, £lval KATL OPUWE TIOU TNG
npoabibel KUpOG KaL alomioTia KAl £ToL LBLAITEPA OL LEYAAEG EUTIOPLKEG ETALPLEG TO EMLOLWKOUV.

Edbdoov Oopwg AdBouv TNV TLOTOMOLNGN AUTH, OL £Talpieg avaAaufAavouv Tautoxpova Kol
KATIOLEG CUMPATLKEG UTIOXPEWOELS SLapKoUg cUuppopdwong. OL umoxpewoel autég dev Ba
urtnpxav aAAlwg. Aesv mpoBAémovtal and kamola vopoBeoia. Elval To «ovtadAAaypo» Tou
Séxetal n etalpia ya va AdBel tnv miotonoinon auth. Etol os mepimtwon mou umapgel un
oUpuOpdwon pe omolodnmote Mpotuno Acdaleiag Mpoowmikwy AsSopévwv PCl, dapa
ouclaoTika mapaBiaon achadeiog pag stoaiplag, KTOg TWV GAAWVY KKAACLIKWY» CUVETELWVY,
otnv etalpia pmopet va emiPAnBel KoL xpnUaTIKO TTPOCTIUO amo To dopéa Staxeipiong tou PCI
DSS. To MPOOTLUO QUTO UIMOPEL VoL amoTeAETEL OVTIKELPEVO aodaALloTikhG KAAUYNG.

Npootaocia NMpoocwrnikwv AeSopEvwv

H mpootaoia Twv GUOLKWV MPOCWTTWY £VaVTL TNG enefepyaciag Twv S£60UEVWV TTPOOWTILKOU
xapaktinpo eival Bepediwdeg Sikaiwpa. H amoteAeopatiki mpootacia twv Ssdopévwy
TIPOCWTILKOU XAPAKTAPQ, ATMOLTEL TNV eVioXuon Kol Tov AemTopepn KaBopLlopo Twv SIKALWUATWY
TWV UTIOKELUEVWY TwV 6eS0UEVWV KOBWE KOl TWV UTIOXPEWCEWV O0WV emMetepyalovial Kot
kaBopilouv tnv enefepyacio SeSOUEVWY TTPOCWIILKOU XOPOKTAPA OAAA KOL TWV avVTioTOLWY
efovolwv mapakololBnong kat SloodpdAlong TG CUUUOPGWONG TPOC TOUC KOVOVEC
MPOCTAGLOC TWV MPOCWTILKWY SESOUEVWV KAL TWV AVTIOTOLXWY KUPWOEWV Lo TIG TAPABLACELG
QUTWV.

Baolky vopoBeoia mou SLEMEL TNV MPOOTACIO TWV MPOCWTIKWY Sedopévwy og gBVIKO Kol
eUpWMAiko emimedo eival n €€nc: o Mevikog Kavoviopog yia tnv MNpootacio Asdopévwy (EE)
2016/679 ( oto €€ng TKMNA), o v. 4624/2019, o v. 2472/1997 kaBwc kat o v. 3471/2006 otov Topéa
TWV NAEKTPOVLKWV ETLKOLVWVLWV.

Eldwkotepa, o MKMA amo tig 25.5.2018 £xel apeon sdpappoyr] oe OAa Ta KPATN LEAN, TO omoia
umoxpeoUvToL va AdBouv Ta avaykoia HETPA yLO TNV IPOCApoy TG £BVIKNAC vopoBeoiog Touc.
Me tov v. 4624/2019, opilovtal pétpa edpapuoync tou MKIMA Kal EVOWHATWVETAL 0TNV €OVIKN
vopoBeoia n O8nyia (EE) 2016/680. O v. 2472/1997 katopyrnOnKe, KTOG Twv SLATALEWVY TTOU
avadEpovtal pntd oto apbpo 84 tou v. 4624/2019.

O v. 3471/2006 mou evowpatwvel tnv O&nyia 2002/58/EK (Oényia e-Privacy), omwg €xet
tpororoinBel pe tnv Oényla 2009/136/EK, amoteAel ocupmAfpwon kat efelbikevuon tou
Beopikol MAaLoiou TNG MPOoTAciog TwWV S£60UEVWY TIPOCWTILKOU XAPOKTHPA OTOV TOHEN TWV
NAEKTPOVIKWY ETILKOLVWVLWV.
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Jopdwva pe tov FKNA :

«Agdopéva MPOoWIILKOU XOpaKTApO» amoteAel KaBe MAnpodopia mou adopd TAUTONOLNUEVO
1 TAUTOTIOLAOLUO PUOLKO TPOCWIO («UTIOKELUEVO TWV §eSOUEVWVYY). TO TAUTOTIOLGLUO HUGLKO
TPOOWTIO Elval ekelvo Tou omolou n Tautotnta pnopet va e€akplPwBel, apeoa r Eppeoa, 16iwg
HECW avadopd O AVAYVWPLOTIKO OTOLXELD TAUTOTNTAC, OIWG OVOUA, O APLBUO TAUTOTNTAG,
oc dedopéva BEong, og EMYPAUULKO OVAYVWPLOTIKO TOUTOTNTAG 1) O VAV ] TIEPLOCOTEPOUG
TLOPAYOVTEG TTOU TIPOOCLSLA{oUV OTN CWHATLKNA, GUGLOAOYLKH, YEVETLKN, PUXOAOYLKI], OLKOVOULKH,
TIOALTLOTIKY 1} KOWVWVLKI TOUTOTNTA TOU £V AOYWw PpuUoLKol TPOCWIIou.

«Mpoowrka S€S0MEva ELSIKWV KATNYOPLWVY» £lval Ta SeSoUEva TIPOCWTILKOU XOPAKTHPA TTOU
QITOKAAUTITOUV TN GUAETIKN 1] €BVOTLKN KOTAywyr), TO TIOALTIKA GpovLaTA, TIG OPNOKEUTLKEG N
ON0COdLKEG TIEMOLONOELS 1) TN CUMUETOXN O GUVSIKAALOTIKY 0pyAvWworn, KaBwe Kol YEVETIKA
bebopéva, Blopetpika dedopéva, dedopéva mou adopouv tnv uyeia, dedopéva mou adopouv
™ og€oualikr {wn GuUCLKOU TIPOCWTTOU I TOV YEVETHOLO TTPOCAVATOALOUO.

Ye éva achaAlotiplo cupBoAato yia tnv kalun cyber risks mou amevBuvetal Kupiwg oe
ETUXELPNOEL/ VOULKA TIpOoWTTA, N VOUoBEeoia yLa TNV MPooTtaoia Twv MPOooWIKWY S£80UEVWVY
Bpiokel edappoyri otnv aopaAlon smayyeARATIWV / OTOULKWV ETUXEIPAOEWV KOL TWV
epyalopévwy Toug Kabwg Kal otnv KAAUPN TeEAATWY, CUVEPYATWY, TIPOUNBeUTWY 1 TPlTwV
ouvnBwg anod «napaBiocn SESOUEVIWV TPOCWTILKOU XOPOKTHPOY.

Qg tétola opiletal n mapapioon tng achalelag mov odnyel o€ Tuxaia A mopavoun Kataotpodn,
anwAela, petofoln, dveu adeltag SwaPfifaocn, Snuoolomoinon 1 mpocPacn Sedopévwv
TIPOOWTILKOU Yapaktripa Tou StafiBactnkay, amobnkevtnkav rj utoBANBnKav kat aAAo Tpomo
otc enefepyaoia.

H Emormtikr) Apxn yla TNV edapuoyr Twv mopamavw sival n aveédptntn «Apxn Npootaciag
Asdopévwv MNpoowrnikol Xapaktipo» (AMNAMNX), n omola 16plONKe pe to v. 2472/1997 Kat
Aettoupyel Baoel tou v. 4624/2019 (apBpa 9-20). SVudwva pe tov TKMA, n ANANX €xel
erupopTiotel pe tnv mapokoAouBnon tNG £bapPUOYNC TOU, PUE OKOTIO TNV TMPooTocia Twv
BepeAlwdWY SIKALWUATWY Kol EAEUBEPLWY TWV GUCLKWV TIPOCWTWY EVOVTL TNG enefepyaociag
mou ta adopouv Kol tn SleukoAuveon NG eAevBepng Kukhodopiag SeSoUEVWY TTPOCWTILKOU
xapaktnpa otnv Evwon.

ErutAéov, yla TG avaykeg tou Cyber Guide avadépovtal kat ot €€n¢ optopot tou MKMNA : to
dUOKO N Voukd poowro, N dnudota apxn, n unnpecia f aAog dopéag mou, pova f amno
KowoU pe AdMa, kaBopilouv TOUG OKOTIOUC Kal TOV TPOMO Tn¢ emefepyaociag Sedopévwy
TPOCWTILKOU XOpaKTrpa, anoteAel tov YnevBuvo Enefepyaciag oe évav opyaviopo. Evw, to
dUOKO 1 voulkd mpdowrTto, n dnuoota apxn, n umnpecia i dA\oc¢ popag mou enefepydleTal
Sebopéva MPoowTtkoU xapaktipa yla Aoyaplaopo tou unelBuvou tng enefepyaociog, ivat o
«EKTEAWV TNV enefepyaocior.

YnevOuvog Npootaciag Asdopévwy ) Data Protection Officer (DPO)
O «YmevBuvog mpootaciag dsdopévwv» (DPO) csival to GuUOKO fj VOULKO TIPOCWIIO TIOU
opiletal and tov unelBuvo enetepyaoiag 1 Tov ekteAoUVTIA TNV EMefepyacia Kal To omoio
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OUMMETEXEL SEOVTWG KAl EYKALPWE, o€ O Ta {NTAOTA TIOU oXeTi{ovTal Ye TNV pooTacia Twy
Se80UEVWV TPOCWTILKOU XaPAKTHPA.

O YrnieUBuvog Npootaciag AsSopévwy (DPO) SteukoAUvel Th cUUUOPpdWEON EVOG 0PYAVIOUOU UE
TLC VOULLKEG TOU UTTOXPEWOELG TIOU QITOPPEOUV ATTO THV EKACTOTE LoXU0oU oA £BVLIKH KO EUPWTAIKN
vopoBeoia OXETIKA HE TNV TpooTacia Se60UEVWV TIPOOWTLKOU XapakTnpa, Ue AAAa Adyla
EVNUEPWVEL, oUUBOUAEVEL Kal ouvdpapel Tov uTtelBuvo enefepyaciag ) Tov ekteholvta TNV
enefepyaocia o OAa ta InTApata Tou oxetilovial peE TNV Tpootacia Twv Sedopévwv
TIPOCWTILKOU XOpOKTHPA.

O DPO prmopet va gival urtdAANAoG Tou opyaviopoU / emxeipnong r eEWTepLKOG ouVEPYATNG. 2
KABe mepintwon eival o appodlog va emBAENEeL To €@V n emixelpnon Aswtoupyel oe TANpPN
ovpdwvia pe tov TKMA, kot SeopeleTal omd TNV TAPNON TOU AMOPPATOU KOL TNG
EUITLOTEUTIKOTNTOC OE O,TL apopA TNV EKTEAECH TWV KABNKOVTWY TOU, TA OToia TIPETEL va Elval
oe MANpn cupdwvia pe tov FKNA.

O DPO cuvepyaletal pe tnv ANAMNX. Ta otolyeia tou opt{dpevou DPO avakolvwvovtal othv
ATAMNX.

Jtov NKMNA mpoBAEMOVTOL CUYKEKPLUEVEG TIEPUTTWOEL OTOU O UTEUBUVOG | O EKTEAWV TNV
enefepyaoia umoxpeoltal va opiost DPO.
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Aodaliotikég KaAUelg — TEXVIKA ZnHELWHOTA

KaAuvyn HAektpovikwv & Atadiktuakwv Kivduvwv (Cyber Risks) — H mpooéyyilon tng
avtoteloU¢ (standalone) acdaAloTtikg cuBaong

H ntpooéyyion tn¢ autoteloug (standalone) aodaiiotikig cOppaong

H aodaAiotikn Blopnyavia avayvwpilovtag toug moAUTTAOKOUC KIv&UVOUC Tou KUBEPVOXwPOU
(Cyber Risks) kat tnv mpokAnon mou cuviota n acdpAALlor Toug IpoXwWpeNOoE otn dnuLloupyla evog
Vvéou TUTIOU aodAAilong mou KaAUTTEL peydlo aplBud twv Cyber Risks, Twv HAektpovikwv &
Aadiktuakwy dnAadn Kwdivwv mou avtlpeTwiti{ouv oL ETILXELPHOELS KOl Ol ETAYYEAUOTIEC

onuepa.

Ta Baotka onpeia piag autoteholg (standalone) aodaliotikng cUpBacng yla TNV KAAuPn Twv
KlvSUVwV Tou KuBepvoxwpou mapatiBevral Katwtépw. Emonuaivetal wotdoo otL n achaAion
TwV KWSUVWV Tou KuPBepvoxwpou eival pla Suvaptkd séedlocopevn aodalloTikr) kKaAudn, n
omoia avantiooetal SLAPKWE KOTA TPOTIOV WOTE Va MPOohEPEL TNV eupUTEPN Suvatr KAAun
OTOUG A0PAALOUEVOUC.

A. ‘Ektacn KaAuyng

Me tnv acddAion Cyber Risks, HAektpovikwv kot Aladiktuvokwv Kwvduvwy, o Acdhallotng
avalapPavel tTnv umoxpewaon va anolnuuwosl tov AchaAlopévo yia dtadpopeg OKOVOULKES
Aflwoelg mou Ba eyeipouv Tpitol, (EVOELKTIKA TEAATEC, CUVEPYATEC, TPOUNOEUTES, pUBULOTIKEG
apx£g), ot omoiol Ba woxuplotolv Kal Ba amodeifouv OtL pe mpaelc N mapaAnPelg tou
AcdaAlopévou n anod kakoBouAn evépyela tpitwy (hackers) mou oxetiletal pe HAekTpovIKOUG
Kat AtadiktuakoUg KivdUvoug mpokAnBnke og autoUg OLKOVOULKN I 1 nOwkn BAGRN, yla tnv
omoia Swkatouvtal kat StekdikoUv €K Tou VOUOU XpnUaTikh amolnuiwon. O AcdaAiotic Ba
anolnUWwoeL eniong Kol TNV Apeon owovopkn {nuia mou Ba unootel o AcdaAlopévog. Ta
MAPATAVW LoXUOUV TAVTA UEXPL TwV oplwv gubuvng Kal Tou gUpoug Twv KaAUPewv mou
oupdwvouvtal pe tnv Acdailotiky UpBaon.

Ma tnv evepyonoinon tng AchaAlOTIKAG QUTHG ZUMBAONG KAl TNV KATABOAN TNG OXETIKAG
anolnuiwong, cupdwveital cuvABwE N cWPEUTLKA cuVEPOUN TwV akoAouBwv MpoUmoBécewv:

i. To {nuoydvo yeyovog va adopd Spaotnpldtnta tou AAmTn tg AchAaAlong evtog Twv
lewypadwwy Opilwv mou cupdwvouvtal otnv AcdaAloTiky ZUUBacn Kal va gyelpetot
aflwon kat TaAL evtdg Twy Newypadkwy Opiwv mou cupdwvolvtol otnv AcpalloTikn
Z0uBaon,

ii. To InuLoyovo yeyovog va odeiletal oe cupfadyv mou AapBavel xwpa Katd T SLAPKELD TNG
AcdaAiotikic Neplodou R petd tnv Huepounvia Avadpoptkng loxvog tng KaAupng mou
evbexopévwg £xel oupdwvnBel kat péxpLt ™ AnEn tng Aodalilotikng MNepltodou tng
AodaAloTikig Zoppaonc,

iii. OL awoelc va eyepbouv ylo mpwtn ¢dopd evidg g Acodpallotkng Mepldodou NG
AcdaAloTikig ZUpPBaong, Kabwg Kat va €xouv avayyeAbel eyypddwc and tov AcpaAilopévo
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otov Aodoallotn evtog tng AodaAloTikng MNeplodou A Kal HEXPL TNV nUepopnvia AnEng tng
Extetapévng Mepldodou Avayyeliag / AnAwong Anattriioswv (edpooov £xel cupdwvnOel
TETOLA KOL CUMPWVA LLE TOUG ELBLIKOTEPOUG OpOoUG KaL TtpoUTtoBEaeLg TTou avadEpovtal oThy
Aodaliotikr Z0pBaon kat adopolv tn cupdwvia auth).

Ateukpuviletal otL AnmTng tng Aodaiong otnv ev Aoyw Acdailotiky Tuppaon sival n
eTalpia (VopLKo mpoowro), evw Acdallopévol eival eKTOC amo Tov ARTTN Kot To GUCLKA
MPOCWTIA TIOU £pYAovVTaL YLoL UTOV.

E€wteplkol ouvepydtec kol avefaptntol epyoAdaBol mou gpydlovral yla Aoyaplaopd tou
ANTTN TG AoPAALong, TTAVTA yLa OXETIKEG e Tov ARrtn TG AcdaALong epyacieg, pmopouv
emnionc va kaAudBouUv yla OAeC A LEPOC TWV MPOOHEPOUEVWV KAAU P EWV.

AvaAoya pe Tn ¢Uon TwWV EPYAcLWV TNG KABe etalpiag, o Pactlkdg KAAUTTTOUEVOG Kivouvog
uropet va eivat ol Artattrjoslg Tpitwv R ot Wbieg {nuLéc ite kat ta Svo.

Elval blaitepa olvnBeg otn kdAuyPn aut ol AchOALOTEC Vo TIAPEXOUV Kal OELpd
UTINPECLWY APEONG OLaXElpLoNg TwV TIEPLOTOTIKWY HE OKOMO TNV UMOOTAPLEN TOU
00paALOUEVOU, AANA KL TOV TIEPLOPLOKO TNG ZNKLAG. H Xprion Twv UTINPECLWVY QUTWV Elval
TPOALPETLKA TPO¢ Toug AcdaAlopévoug, aAhd cuvRBwe Sivovtal KivnTpa yla Xprion Toug
OMwC xaunAotepeg amallayec. Ek tng puoswg opwg tTng KAAvyng eival amapaitnto o
aopaAlopévog va xel tpoPAEP el Stadikaoia Sdlaxeiplong Kpioswv mou Ba oxetiletal pe
HAektpovikoug kal Aladiktuakouc Kivduvoug.

Ateukpuviletal Té€Aog OtTL N aodalloTtikr) auth KAAuyn Sev pnopel va xpnolponotnBet ano
Tov AodoAlopévo yla tnv evioxuon kal PBeAtiwon Twv NAEKTPOVIKWY CUCTNHATWY
aodaleiag Tou.

Eldkotepeg Efalpéoei and tnv KaAuvyn EuBUvng HAektpovikwv & AlaSIKTUOKWY
Kwduvwv

MNépav twv efatpéoswv ou avadépovtal oto Afppo «E€atpéosic Aopalioswv Actikig EuBUvNG

TLOU GUVATTTOVTAL YLa AOYOUG ETTAYYEALATIKOUG» TOU EppnveutikoU Agikol Kal Sev avtikewvtal

otnv Tapovoca acdollotik KAAuyn, ouvnBelg efalpéosl Tou umopel emutAéov va

nipoBAedpBolv otnv achdiion EuBUvNng HAektpovikwv & Aadiktuakwv Kivduvwv pmopel va

elval kot oL akOAouOeg :

E€ailpeon kaAuPng Tnuiag mou odeidetal os MoAuven /PUmaven /YmoPdaBuion tou
MeptBarovrog /MeptBariovtikr EuBUVN.

E€aipeon kaAuPng Inpiag mou odeiletal o Twpatikec BAABEC Kal YAIKEG ZNULEG.
E€aipeon kaAudng Inpiag mou odeiletal os mapaBioon Mvevpatikng IStokTnoiag.

E€aipeon kahudng Tnuiag mou odeiletal os mapdAewpn AMOKATACTACNG YVWOTWV
aSUVAULWY TwV cuoTnuATwy tng Etatplag.
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E.

Baowég KaAUyelg EuBUvng HAektpovikwy Kat Atadiktuakwv Kivduvwv

Kalupn oapolpwv Sladopwv ZupfoUAwv yla voplkd BOfupata, Ofupata IT, Bfpata
ETUKOLVWVIAG.

KaAun g€66wv yla avAKTnon, anoKataotacon, emovadnuioupyia NAEKTPOVIKWVY apxeiwy.
KaAun g€66wv yla emavadopd / amokatdotoon NAEKTPOVIKWY CUCTNUATWV.

KaAun amattnoswyv Tpitwy, KaBwG Kal VOUIKWY damavwy yla mopaBioon mpoowrikwy
Se60UEVWV / ATMWAELD EUTILOTEVUTIKWY ANPOodOpLWV.

KaAun €£66wv epeuVWV pUBULOTLKWVY ApXWV.

Baolkég Emektdoslg KaAvyng
KAaAun yla amaltroelg oXETIKEG e EKBLOOUO AOYW KAELOWHATOG ] KAOTIHG SES0UEVWV.

KaAun ylo amattioelg ouveneia Slakomng epyoaciwv Aoyw mapafiaong tng achareiog
OUCTNUATWV.

Kalupn €€06wv amod KakoBouAn xpnon tou tnAedpwvikol SktUou TNG etalpiag amd
Tpitoug.

Kalun amaitioswv mou oxetilovtal pe tn xprnon cloud kat tnv nmapafiaon achalelog
Tou.

Kaluyn amaltioewv mou oxetilovral pe KAOT XPNUATWY TOU ooPAAOUEVOU HECW
NAEKTPOVIKAG QTIATNG.

EVOELKTIKA TtapadelypLata KAAUTITOEVWV N LWV

MNa tnv TANpEoTepn KATavVONon TWV OVWTEPW, TAPOTIOevTaL OpLopEvVa  EVOELIKTIKA

napadelypata {nUlwv TOU HIMopoUV va KAAUTITOVTAL oo TNV €V AOyw achAALon UTO TNV

auTtovontn MPolnoBeaon TG THPNONG TWV AOLWV OpwV Kal TipoinoBEcewv Tou mpoPBAEnovral

amnd tnv ekdotote cuvadOeioa petafd aopaiiotn kal achaAiopévou achaAlotiki cuupoon:

Vi.

Anaitnon anolnuiwong Hetd ano dlappon LaTplkwy MAnpodopLwv acbevouc.

Anaitnon anolnuiwong cuvepyalopevng stalpiag s€attiog SLappong EUMOPLIKWY HUCTIKWY
NG 1ou eixe AOyw ouvepyaciag otn katoyr tou o Acpallopévoc.

‘E€oba yla emavadopd cuotnpatwy, to omoia giyav mapaflactel and hacker kot gixe

Slakomel n Asttoupyia Toug.

‘E€oba voulkwy ylo evnpépwaon the Apxn Mpootaoiag Npoowrikwv AsSoUEVWY HETA ATt

napaBloon Mpoownikwv SeSoUEVwy.

‘E€oba eVNUEPWONG TWV UTTOKELLEVWVY TWV TPOCWTILKWY S£80UEVWY HETA TN Slappon Touc.

AnwAela KepSwv PETA amd Slokomh epyoctlwy tou AchaAlouévou.
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vii. KaAuyn {npiag Adyw petadopdg xpnuatwy tng etatplag ano hacker pe nAektpovikad péoo
o€ un Skaovyo.

viii. Amaitnon AUtpwv, yla amokpumrtoypddnon oapxeiwv tou Acdallopévou mou eixav
kKAelbwOel arnod hacker.

KaAuyn Awakorr¢ Epyaociwv/AnwAsiag Kepdwv cuveneia KuBepvokivéivwv
A. ‘Ektacn KaAuyng

Me tnv k&@Audn tng Slakomng gpyactwv / anwlelag kepdwv cuvemeia kuBepvokivouvwy
KOAUTITOVTOL TO AELTOUPYIKO KEPSOC Ttou N achaAllopevn emixeipnon Sev katéotn Suvatov va
napdfel kabwce Kal oL otabepég Samaveg Aettoupyiag tou Sev KATESTN SuVATOV va KAAUWEL WG
arotéAeopa SLaKomAC A/KoL TIAPEUMOSLIONG TwV £pyootwv TG (AOYw CUYKEKPLUEVWY aLTiwV
mou oxetilovral pe KvdUVoOUG TOU KUPBepvoXWPoUu cUUPWVA HE TNV EKTACN TAPEXOUEVNG
KAAUYPNG) LEXPL TN XPOVLKN OTLYUN) TTOU N amwAsLa KepSwV TAVEL va udloTatal 1) LEXPL TO TEAOG
¢ mepLodou amolnpiwonc, omoloSnmoTte eival Xpovika vwpitepa.

ErumAéov koAUmrTovtal ta avénuéva £€o0da mou amodeSelypéva TPOYUATOTIOLOUVTAL KOTA TN
Slapkela achAALoNG - UETA TO MPWTO CUUPAV anmwAslag dedopévwy / Aoylopikol - yla thv
npoAndin/amoduyn 1) Tov IEPLOPLOUO TNE SLAKOTIAC EPYACLWV TNG EMLXELPNONG KaL Ta ormoia Sgv
npogkuPav wg HEPOC TG cuvnBoug Asttoupylog TG acdaAloUEVNC ETLXELPNONG.

Al. Aetrtoupyiko Képdog

Newtoupylko KEpSog elval to kabBapd képdoc Tou amoppéel amd tn Asttoupyia NG
ETUXE(PNONC KaL TO OTIOL0 TIPOKUTITEL QMO TOV KUKAO EpYOCLWY TNG TTOU TTPAYHOTOTOLONKE
OTLG EYKATAOTAOELG TNG ETUXELPNUATIKAG AELlTOUpYiag TG, amd To onoilo adalpolvial Ta
£€0ba TNC emixeipnong cuumep A BOVOUEVWY TWV ATIOCPRECEWV.

Yta kaBapd kEpdN g emixeipnong dev ouumnephapBdavovral ol elompdelg and didbeon
otolxelwv Ttou kedpalaiou, oute AauPdvetalr unmdPn omoladAMoTeE TANPWUN TIOU
erPapuvel To kepalato.

Me GAAa Aoyla otov UTtoAoylopd Twy kaBapwv kepdwv Sev Aaupavovtal unmoyn écoda
A/kat £€€oda mTou Oev oxeTi{ovral MPE TIOPAYWYLIKEC KOL EUMOPLKEG AELTOUPYIEC TNG
eTxeipnong, ta omolo mapdyovtal A TIPOKUTITOUV EKTOC TOU MAOLGIOU TOU TPAYHOTLKOU
oKomoU tNng (m.x. emevéuoelg kepahaiwv i CUVOANAYEG ETTL AKLVATWV).

A2. ItaBepég Samdveg Asttovpyiag

ItaBepég damaveg Asttoupylag lval oL MAYLEG AEITOUPYLKEG SATIAVEC TNG EMLXELPNONG, OL
ormnolec e€akoAouBoUv va tn Baplvouv tapd tn SLAKOTN) 1) TAPEUMOSLON TWV EPYNCLWY TNG.

Ot rtayLec Aettoupyikec Samaved kal Ta €€oda amolnULWVoVTaL OTOV AOPAALOUEVO EPOCOV
UTTAPXEL VOULKN UTTOXPEWGTN VLo TNV OUVEXL{OUEVN KaTaBOAN TOUG Qo ToV ao@aALOUEVO 1)
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av auTth SIKOLOAOYEITAL OLKOVOULKA KOl EQV T KOOTN auTd Ja SNULOUPYyoUVTaV KON KL aV
Oev eixe AdaBet ywpa n Stakornn H/kat TapeUnodion Twv Epyactwy Tng.

A3. Auénpéva £§oda

Auvénuéva €€oda eival ta €€oda ou anodeSelypéva TPAYHATOMOLOUVTOL KOTA T SLApKELd
aodallong - LeTA To MPWTO cUpPBav anwAslag edopévwy / AOYLOULKOU - yLa TNV amoduyn
Il TOV MEPLOPLOMO TNG SLAKOTING EPYACLWV TNG EMLXEIPNONG Kal Ta omtola Sev mpoékuPav wg
HEPOG TN ouvnBouc Asttoupylag tng aohaAlopévng eTxeipnong.

Ta avénuéva £€oda oxetilovtal kata Baon Ue:
e unepwpieg epyalopévwv
® TIPOCWPLVH ATAOYXOANGCN EMOXKWY UTIAAAAA WY

e TIpoocwpLVr] evolkiacon n/kat xprion E€omAlopol Emefepyaciog AsSopévwy mMou avhKeL
o€ Tpitoug

e TIPOCWPLVH XPrON UTNPECLWY Tpitwy

KOL  TIPOKUTITOUV ~ OVOYKOOTIKA  Kal  glAoya WG  QmOTEAECUO  QTMWAELAG
Sedopévwv/Aoylopkol mou adopd tnv achaAlopévn smxeipnon ya tn Staohaiion tng
OUVEXLONG TWV EPYACLWV TNG.

Ot Samaveg yia tnv avaktnon dedougvwv/Aoyiopikov Sev Aoyilovral we avénuéva é€oda
Kot S5V apopoUv TV KaAun amwAelac kepdwv.

B. Mepiodog Anolnuiwong

Mepiodoc amolnuiwong gival n mepiodog ylo tnv omoia mapéxetal achaAlotiky KaAun
yla anwlela Kepdwv, Onwe autn opiletol otnv acdaliotiky cvppaocn. H mepiodog
anolnuiwong Eekva e TNV EMEAEUCN TOU TPWTOU CUUPAVTOG SLAKOTING 1) MapeUndSiong
NG TEXVIKAG Xpnong SeSopévwv/Aoyloutkol, aAAd OxL apyotepo amo tnv £vapén tng
anwAeLag KepSwv.

.  Adapetéa Xpoviki AntaAlayn

Adatpetéa xpovikn amolayr eival n mepiodoc avapovrng mou £xel cupdpwvndel oto
aodaliotiplo yla kdBe aodpallopévo yeyovog Kal n omola Bopuvel tov iblo Ttov
aodaliopévo. H meplodog avapovig VA Pe TNV EMEAEUCH TOU MPWTOU CUMPBAVTOC
Slakomng ) mopepunddLlong tng TEXVLKAG xpnong dedopuévwv/AoyLopikol kot SlapKel yla to
Slaotnua mou opiletal oto achaiiotiplo. H kKOs aodaliotikr oclupoon e€stbikevel Kal
KaBopllel To MEPLEXOUEVO, TOUG OPOUC KAl TIC IPOUTOBETELG e TIG OMoieg cupdwveital
petaél achaiioth kat acdaAlopévou n adalpetéa Xpovikn armailayn.
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OWKOVOMLKEG Znpieg ouveneia KwvdUivwv KuBepvoxwpou (yevikiy avadopa)

To KuPBePVOEYKANUA UTIOPEL VO SNULOUPYNOEL OLKOVOULKH {NULA O [La eTXElpNoN o€ TPELS (3)

StadopeTikoU¢ BaotkolG MUAWVEG :

O mpwtog muAwvag adopd ot Anouthoelg nehatwv / mpounBsutwv f Tpitwv yla
OLKOVOULKEG {NULEC Ttou Ba umooTtolv amd tnv Slappor] oTolXelwv TOUG cav AMoTEAECHA
KuBepvoeykAnuatog nou Ba cupBel otnv achallopévn emnixeipnon. Mpokettal SnAadn yla
QMOTAOELG OOTIKAG €VOUVNG, OTNV TMEePIMTwon 1oV N emiyelpnon apéAnoe va mApPEL Ta
OWOTA LETPA YLa Vo armoTpEPEL AUt T SLappon.

0 &eUtepog muAwvag adopd ot ARESEG OKOVOLKEG ZNUieg Tou Unopel va mpokUPouv yLa
™V Bla tnv aopaiiopévn emntxeipnon, yvwotég Slebvwg we direct financial losses R first
party losses.

O Ttpito¢ mulwvag adopd TIC eMakOAoUOeg OWKOVOMKEG Znpieg yla tnv (Sta tnv
aodallopévn eniyeipnon mou umopel va mpokOPouv amod éva KuBepvofykAnua Kal tnv
Slaxeiplon Tou OxL KATA TOV BEATLOTO TPOTO OMWE AMOLTHOEL KOTA Twv AleuBuvtwy Kal
JTEAEXWV KL OL OTIOLEG PUITOPOUV EVOEXOUEVWG VAL EVEPYOTIOLCOUV Kol GANEG KAAUPELG av
uodlotavral (D&O Liability) kaBwg kat anod tnv anwAeta GAUNG.

JTIG AUECEG OLKOVOULKEG {NMIEG cuveneio KWEUVWY KUBEPVOXWPOU EUTIIMTOUV EVOELKTIKA OL
g§nge :

1.

ANWAEL XPNUATWV ) TTEPLOUCLAKWY OTOWXElWV artd TN Un e€ouciodotnuévn mpodofaocn
oTouC TPamellkoug Aoyaplacpoug Tng emxeipnong.

. AntwAeLla KEpSWV O€ MEPIMTWON CUPPBAVTOC SLAKOTING EPYACLWV.

. Znuia ®Rung (Reputation Damage) kat &n To KOOTOC TWV SNUOCLWV oXECEWV, Sladnuiong

Kol GAAa cuvadr £€08a ylor TNV AVTLUETWIILON TG KPLoNG KoL TIEPLOPLOUO TNC {NULAC OTN
driun g emxeipnong.

New Hardware, epooov ta dedopéva 1 To UALKO €ilval KATECTPAUMEVQ, Kal lval avaykaio
Vo TIPOXWPNOEL N ETILXEIPNON OTNV ayopd VEOU UALKOU.

Npootipa ko Kupwoelg (Fines & Penanties), 6nAadn ta MPOOTIHA KOl KUPWOELG TIOU
evdéxetal va emipBAnBolv otnv emyeipnon amd emonmtkéG / puBULOTIKEG apyxEC Kal
oxetifovral pe €€ apeleiag pun €ykalpn yvwotonoinon A €€ apeleiag AavOaopévn mpaén/
napdAewn otn SLAXELPLON TOU TEPLOTOTIKOU KUBEPVOEYKANUATOC Kal ylo Ta omoio Sev
QTTAyOPEVETOAL EK TOU VOOU N 0.0PaALOTIKY KAAUYPN QUTWV.

OL mopomavw eVOELIKTIKA avadepOUEVEG AUECEC OLKOVOULKEG {NULEG UIMOPEL Vo KaAUTTTOVTAL 1

OXL, QVAAOYOL LE TNV EKTOON TNC TTAPEXOUEVNC TIPOC ToV aodallopévo aodallotikig kaAudng.

H kB aodaAlotik ocUpBacn e€eLOLKEVEL KAL TIPOOSLOPIlEL CUYKEKPLUEVA TO TTEPLEXOUEVO, TOUG

OPOUG KL TIC TIPOUTIOOETELG HE TIC omoleg mapéxetal aodaAlotikr KAAun otov aodaAlopévo
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TOOO ylo TI QAMALTACEL QOTIKAG €uBUVNG Tpitwv o BApPOC TOU, OCO KOl yld TIC QAUECEG
OLKOVOULKEG {NHLEG TOU ouVETELA TWV KIVEUVWY TOU KUBEpVOXWpPOU.

Silent Cyber - Zuwnnpadcg Kivéuvog KuBepvoxwpou

Tu eivaun to Silent Cyber

O Zwwnnpoc Kivouvog KuBepvoywpou avadépetal otnv €kBeon og KIVEUVOUC TIOU TIEPLEXOVTAL
EVTOG Twv mapadoolokwy acdaiiotnpiwv cupuPoraiwv meplouaoiag kat ubivng, ta omolia
TOavov va pnv KaAUTITouV oUTE va e€alpolv pntd tov Kivduvo kuPepvoxwpou. Avadepetal
Kdmoleg GopEC KoL we «un erBePatwpévoc» (non-affirmative) kivbuvog kuBepvoywpou.

Ye avtiBeon pe ta standalone aocdaAlotpla cupPfoiata kKuBepvoxwpou, Ta omoila opilouv
Eekabapa TIg mapapétpoug TG KAAuP g amod kivduvoug KuPBepvoxwpou, TIOAAA TtapadooLaKd
oupBoAala meplovaiag kal eubuvng dev avoadEépovtal CUYKEKPLUEVO OTOV KivBUvo auto Kal
BewpnTikd@ Ba pmopoloe Kavelc va cupmepavel OtL amolnulwvouv InUEG amod kivouvo
KUBEPVOXWPOU OE OPLOPEVEG TIEPUTTWOELS TIOU TIPOKUTITEL (NI n omoia Ba pmopolos va
KaAUTteTal and 1o aodallotiplo cuppolalo, ta aitia tg omolog OUWE avAyovidlL OToV
KUBEpvoXwpo, yeyovog To omoio Sev gixe aflodoynBel katd tnv avainyn tou KivdUvou amod Tov
00paALoTH Kal WG EK TOUTOU N KAAU P tou Sev amoteholoe ipoBeon tou acdpailotn.

AUTO propel va mpokUPeL ey :
- OLkuBepvoemiBéoslg wg arttior {nuLag Sev nephapBavovtal pntd oute e€atpolvtal.

- To Aektiko TG e€aipeong oto aodpaiiotriplo cupBoAato Sev eival cadEc.

- To Aektko tng KAALYNG Sev elval cadéc N €pxetal os avtiBeon pe AMo AekTikd Tou
aodaliotnpiov cuppolaiou.

KaAUmtel UALKEG Tnpieg Kot SLaKOTr EpyacLwV amo
duokn INULA o€ TIEPLOUCLAKA QVTIKEMEVAL.

MBavn attio  amaitnong : KakoBoulo Aoylopilkd emnpedlet ta  Sedopéva o

TLPOYPOUUATI{OUEVO UNXAVNMO, LE QTMOTEAECHUA TNV EKSAAWON TIUPKAYLACG OE MLO ovada
Tapaywyng.

Ta «6ebopévar» amoteAoUv MeploucLakd oTolyeio ;
Mta eniBeon pe KakOBOUAO AOYLOULKO EUTUITEL OTNV «KOKOBOUAN eVEpyELa» ;

KaAUmtel owpatikég BAABEC Kot UAIKEG
Inuieg Tpltwv kat epyalopévwv

MNBavn awtioc amaitnong : KuPepvoeniBeon mpokalel umepBépupaven oto cluotnua

B€puovong evoc KATAOTAUOTOG, TO OTIOL0 EKPHYVUTOL TIPOKOAWVTAC CWHOTIKEG BAGBEC Kalt
UALKEC {nHieG.

YeAiba 17 ano 47

Miow ota Mepleyoueva
Public - E€wtepikng Xpnong



KaAvUmtel aéiwoelg mou
TPOKUTITOUV amo avakplBry mapouocioon debopévwv 1 mapofldcel Tou KoOnKovTog
EMUmotoolvng.

MBavn attia anaitnong : Elonyuévn Etatpia S€xetal kuBepvoemnibeon ota dedopéva TN, Ue

OMWTEPO ONMOTEAECHA TNV ITTWOHN TNG LETOXNE TNE KAL OXETIKN aAywyr oo ToUG HETOXOUG.
Marti npopAnuartifovrot ot AopaAiopévol yia to Zuwnnpo Kivduvo KuBepvoxwpou

H éMewpn cadrvelag os Kamola Tumomnolnpéva aodallothpla cuppolata meplouciog Kot
g€uBbuvng umnopel emiong va 08nynoeL g GUYXUON KOL TTOPOVONOEL OXETIKA UE TNV KAAUYPN TwV
KlvSUvwv KuPepvoxwpou. Oplopévol Aodallopévol pumopel va Bewpolv OTL €ouvV €MOpPKN
KAAudn ylo KlvdUvoug KUBEPVOXWPOU, EVW OTNV MPAYUATIKOTNTA auTo dev LoxUel. EmumAéoy,
€va ASKTIKO «un emBeBaiwpévour» Kivdlvou KuBepvoxwpou oe Eva mapadoalakd cupBoAalo,
UTtOpEL val yIveL avTiKeipevo SLadopETIKWV EpUNVELWVY aTtd T AcdaAloTIKEC ETalpieg, mpayua
1o omoio Ba 08nynoeL oe SLAUAXEG.

Marti npopAnpatifovron ot AodpaAiotikeg Etaipieg yia to Ziwnnpo Kivéuvo KuBepvoxwpou

Ot Aodaliotikég ETalpieg kat ot EBVIkEG PUBULOTIKEC APXEC OlvNOUXOUV YLOL TO OTL O ILWTNPOG
Kivéuvog KuBepvoxwpou prmopei vo avtumpoowrnelel €va coapod Kol N avopevopEevo Kivéuvo
ota xaptoduAakia Twv AopaAlotwyv. Mia Acdaliotiki Etatpla mou xpnoluomolel éva AekTikO
«un erupepatwpévour» Kwwdlvou KuBepvoxwpou Sev Ba pmopoloe va eixe umoloyioel tov
TOavo kivbuvo KUBEPVOXWPOU TOU aKoUoLa KAAUTITETAL, Kol EMOMEVWG Sev pmopel var €xel
LETPAOEL TNV auénuévn €kBeon tou Aodallopévou 1 vo £XEL TIPOCAPHOOEL TO A0PAALOTPO
avaloya, A va £XxeL UTOAOYLoEL TV TIBOVH CUYKEVTPWGN KLvSUVOU 0To XapTodpuUAAKLO TNC.

To npdBAnua TG cucocwpevong (accumulation) Ziwnnpou Kwvéuvou KuBepvoxwpou

JUUPWVA LE TO WG AVW, TO LEYAAUTEPO TTPOBANUA TTOU TTOPOUGLALEL YLA TNV A0AALOTIKH ayopd
o0 Jwwnnpog Kivbuvog KuBepvoywpou eival o kivbuvog cucowpeuong (accumulation). H
oucowpeuon Kwduvou amoé povo to cyber wg autoteAwg achaAlopevo Kivduvo eival nén
Bépa, aAAd autd eival pikpd MPOPANUA UIMPOCTA OTN CUYKEVTPWON Tou Kvduvou cyber amo
Sladopoug khadoug aodaAionc.

Ye évav KOOUO TIou OAO Ka TepLocOTEPO otnpiletal otnv Pndlakr texvoloyia, eival SUokoho
va okedTOUUE Evav KAAS0 aopAALong ou Sev eMNpeAleTAL UE KATIOLO TPOTIO Ao ToV Kivouvo
cyber. Opwc to AsKTIKO TwWV TEPLOCOTEPWY achoAloTNPlwWY ypadtnkav otnv mpo — Pndlaxn
ETIOXN KOL OE OPKETEG TEPUTTWOEL Sev €xel ylvel okOun emefepyaocia Toug, WOTE va
avTLETWTTI{OUY pNTA TNV avaduouevn €kBeon TIOU TPOKUTTEL Ao T XpHon tng Wndlakng
texvoloylog. Auto obnyel os pLa tepaotia ykpila meploxn 6mou n k&Audn tou Kivduvou cyber
mOavov va TapEXETAL amd cupBolata, Ta omoia apyxkd Sev oxedldoTtnKav ylo. auth thv
KaAun.

A&ileL va toviotel, OTL 0 Kivbuvog cyber Sev yvwpilel yewypadikd dpla, TTPAYHA TIOU TOV KAVEL
SuVNTIKA Tov TILo eMiKivouvo amo anon cucowpeuont. MNa Toug KATaoTpodPLkol KvbUvoug
duokwv dawvopévwy, OMwWE ylo apadelypa ol TUGWVECG, N CUYKEVTPWON KdUvou eival
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TIEPLOPLOUEVN aTIO YEWYPAPIKEC apapeTpous. O kivbuvog cyber opwg dev €xel yewypadikolg
TLEPLOPLOOUC — OAOKANPN N yn gival pia Lwvn CAT wg mpog to cyber. AUTO eMLSEWVWVEL TOUG
KLvdUvou¢ amno tov Zwwnnpo Kivéuvo KuBepvoxwpou Kat To KabLotd peilov Bpa mou anaoyoAet
aodaAloTéG, aviaopaALOTES, PUBULOTIKEG ApXEG KAl 0lkoug al§LoAOyNoNG.

T tpénel va kavouv ot AodaAloTikéG Etaipieg

OL Acdallotikég Etalpieg €xouv apyioel va aoyolouvtal pe to B£ua tou silent cyber. 3e
OPLOUEVEC XWPEG AUTO £XEL {NTNOel amo Tig EBvikég PuBulotikég Apxég. Kamoleg AOHOALOTIKEG
Etalpieg €xouv kavel €ekdBapn tnv mpdOeor Toug He TO va opioouv tov Kivduvo Tou
KUBEPVOXWPOU KOL KATOTILV VO TOV EEQPECOUV O TA hon cyber aodaliotrpla cupBolata.
AMec Aodallotikeg Etalpieg apxilouv va XpnollomoloUVv VEO AEKTLKO Kal VEEG odnyieg
avaAnyng. Ma mapdadewypa oto Hvwpévo Baoidelo ndn n PuBuotik Apxn (Prudential
Regulation Authority) eixe {ntrioeL amno to 2019 éva ox£Slo dpaong amd toug AcPaALOTEG, EVW
ot Lloyd’s £xouv I{ntrioet anod toug AcPaAloTEG eite va e€alpolv pnTd £ite va KAAUTITOUV pNTa
Tov Kivduvo cyber ota napadootakd aodpaliotripla, and tov lavoudptlo tou 2020.

H olvtoun mpoBesouia 0drynoe toug mMeploocdTEpOUC O0To va TiepAdBouv €alpEoelg ota
napadoolokd cupBolala. QWG 08 APKETEG TIEPLUITTWOELG TO AEKTLKO €lval a.oadEg, EpXETaL O
avtiBeon pe GAAa onuelo Tou cupBolaiou Kol Ot KATOLEG TIEPLTTWOELG TOOO €UPU, WOTE
KOoToAnyeL va e€atpel attiec InuLag mou KaAUTITOVTAV TIPLV TNV €aipeDn, LOVO Kal LOVo eMeLdn
otnv aAuciba ¢ awtiag nuiag gpmAéketal n texvoloyla. To VEo AekTIKO Sev TpPEMEL va
napaBAEMEL TO yeYovOC OTL N TexvVoloyla VoL EVOWHATWUEVN OTLC ETILXELPNUOTIKEG SLOSLKACLEG
KoL AELTOUpYieg OAWV TwV TOPEWV §pacTNPLOTNTOC.

Katd tnv mpooéyylon tou KivdUvou KuBepvoxwpou PENeL va AndBel pépuva va meploplotouv
Ta KevaA Kol ol emKOAUPELG Kal va peylotomolnBel to glpog tng KAALYNG. e mepimtwon
KAAung, mpémel va uloBetnBel Betikn dpaceoloyia, n omola va mapéxel mAnpn kKGAuvdn ota
napadoolakd cupPolala, SnAadn ywa mapadslypa, va Staodaliletal Ot KAAUTTETAL UALKN
INuULa avefaptnta amo thv eUmMAOKR texvoloyiog otnv attio Tng InuLag. Emiong mpémel va
opilovtal ol KOKOPBOUAEG KAl 1N KAKOBOUAECG MPALELS KAl va TeplypddeTal N GUCLKA KAl 1N
duown {nua. H un duokny {nuia umopel va e€atpeital edv kaAUmTetal and achaAlotiplo
oUPBOAALO KuPBepVOXWPOU.

H afloAdynon kwdlvwv mou Sev avaypddovral katadatikd ota achaAlotnpla cupfoiata
nieplovoiag, eubuvwy kat Sltadopwv KLVSUVWY, OTIWGE yla Ttapddelyia marine Kat aviation, eival
€vag SLapkng KUKAOC. N£oL kivouvol TpoKUTTOUV Kal Ba TpoKUTITOUV CUVEXELD OG0 N TeExvoAoyia
TipoXwWPAEL Kol e€eAiooeTal.
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E€apéocig AodpaAiiong HAektpovikwv & Atadiktuakwyv Kivéivwvy

Ou g€alpéoelg tnG aodpAiong NAekTpoviKwy & SLaSIKTUOKWY KWvSUVWY, OMWG Kol OAWV Twv
aodalioewy, Slakpivovtal oe SU0 BACIKEG KOTNYOPLEC, KAL TILO CUYKEKPLUEVA : O) OTLG €K TOU
VOpOoU £€alpETELG TTOU LOXUOUV yLa ETILUEPOUG aodaAioELg Kat TTPoBAETOVTAL KUPLWE OTOV VOO
2496/1997 nepl aodpaliotikrc cUpBacng ald kal o el8IKOTEPOUG VOOUG, Kt B) oTLC ETILITAEOV
TWV AVWTEPW €EALPECELS TIOU UIMOPOUV va cUUPwVNOoUv petafd aodalilotr] kot acpallopévou
/ AAqmttn g aohdAong katd tn cuvadn g aohaAloTikig cUpBAONC KoL uTtayopPeVOVTAL ATIO
SLKOLOAOYNUEVEG TEXVIKEG AVAYKEC TOU aodalloth).

Mo toug okomoUg tou «0dnyou Acdaliong Cyber» katwtépw mapatiBevral ol BoOLKEG
€€alp£CELC TIOU AMOAVTIWVIOL OUXVOTEPO OTNV aodAAlon NAEKTPOVIKWYV & SLASLKTUOKWY
KWOUVWVY, eite MPOKeLTOL Yo EALPETELG K TOU VOUOU, £(Te yla €€alpECELC TTIOU QAMOTEAOUV
avTikeipevo dlampaypdteuong Kal cupdpwviog petafy aodaliotr Kat aopallopévou / ANman
™¢ aocdailong Katd tn cuvayn TG aodaAloTIKNG cUpBaong.

E€alpéoelg BAosL Tou vopou 2496/1997 | AAAnG vopoBeaoiag
JUpdwva Pe to v. 2496/1997 amnd thv aodpaliotikr KaGAvdn e€atpolivtal kal Sgv KaAUTTOVTAL:
Ao6Aog

Znud amd mpoBeon 1 60AL evépyela | mapdAewpn tou aodallopévou 1 Tou AATTN TNG
AcdaAiong N omoloudnmote Tpitou otov omoio £xel avateBel n mapox UMNPECLWV TOU
opopolV oTNV TPOCTACLA TWV NAEKTPOVIKWY GUOTNHUATWY Kal SIKTUWV ToU aoPaAlopEVOU.

NoAepog — Kowwwvikég & MoAtikeg Tapaxeg — TPOOKPATIKEG EVEpYELEG

ZnUieg KoTd T SLAPKeLa ) CUVOEOUEVEC ApECO 1 EUUETA e TIOAEUO, ELOBOAN eXBpLkn evépyela
€évou Kkpartoug, exBpompatio | MoOAeukn) emuxeipnon, eUdUALO0 TOAEpO, KABWE KOl ME
omolaodnmote popdng e€€yepon, otaon / emavaotacn A Aaikr Topoyn KoL Tpopokpatia.

Znueiwon:

Jto apdpo 13 nap. 1 tou N. 2496/1997 mpoBAEMETAL CUYKEKPIUEVH OTL ACPAALOTIKN KaAun Sev
TTAPEXETAL OTO UETPO TIOU N TIPAYUATONOINGN TOU QO@AALOTIKOU KivOUVOU TIPOEPYETAL ATTO
TTOAELLKA YEYOVOTA 1) EVEPYELEC, ELUPUALO MOAEUO, OTAON 1) AQIKEC TAPOYEC. 2TA doPaALOTPL
ouuBoAata eidiotal otnv w¢ avw eéaipean va EVTACOOVTAL KOl Ol TPOUOKPATIKEG EVEPYELEG.
QOTO00, Ol TPOUOKPATIKEG EVEPYELEC UITOPOUV Vo KAAU@UOOUV LETA armd €161k ouu@wvia
aopaldiot kat ao@aAlouévou / ANITN NG ao@PaAtonc, e €L6IKO Opo 1) YwpPLOTO Ac@aAloTrpLo
ouuBoAato. ZTic ao@aAioslc NAEKTPOVIKWY & SLaSIKTUAKWY KIVSUVWYV, LE EL6LKO Opo KXAUNTETAL
ouvnBwc n kuBepvotpouokpaTia.

ZnULd pn KOAUTTTOEVN BACEL VOUOU

Onowadnmote {nuLa amayopevetal va KaAudBel kat va amolnuiwbet Baoet vouou.
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ZuvnBeig e§aupaelg tnG acpaiiong NAEKTPOVIKWY & SLASIKTUOKWY KVEUVwWV

AT tnv aodallotikr) KaAUPN NAEKTPOVIKWY & Sladiktuakwy KvoUuvwv efalpolvtal ouvnBwg
KaL ta akoAouBa:

MNponyoupeveg Anattroeig kat Neyovota

ZNULEG KAl OTTALTAOELG TIOU TIpoUTIRPXAV TNG £vapeng Tne aodaiiong, kabwg Kal yeyovota mou
ATOV yVWOoTA oTtoVv achaAlopévo \ ANTITN TS aodAALoNG IPLY TNV Evapén tng aoddaiiong kal Ba
pmopovoayv va 0dnynoouV € QTALTAOELG KATA TNV SLApKeELa TNG aopAALong.

TApnon Kavoviopwv

ZNULEG OXETIIOUEVEG LE TN KN TAPNON KoL CUUUOPPWON UE VOUOBETIKEG SLATAEELG, KAVOVIOUOUC,
Kavoveg Seovtoloyiag, anodaaoels )} evioAég Aikaotnplou, Aattnti i PuBuiotikig Apxne.

Kataotpodr Twv UMoSopwv UNNPecLWV KOWWAG WPEAELAC

AnwAeLa 1] ZnuLd ou odeidetal aueoa i EUUEca otn SLAKOT 1 KATAOTPOdr TWV UTTOSOUWV
UTINPECLWV KOWAG WOEAELOC TIEPIAAUBOVOUEVWY UTINPECLWY NAEKTPLOMOU, ThAedwviag,
duaokol aeplou, UEpeuong, umodopwyv GPS kot SLadiktuou, SopudopPIKWY TNAETILKOVWVLWVY,
VPAUUWY peTadopds SeSOUEVWVY KOL TIOU TIPOEPYOVTAL OO SLOKOTI) OE TOTILKO, €BVIKO f Kall
TIAYKOOULO YEWYPADLKO XWPO.

Znueiwon:

H ev Abyw €eéaipeon opeidetal oto yeyovog OTL TUYOV amwAsla SeSouévwy O MEPIMTWON
EMEAEUONC EVOC €K TWV QVWTEPW YEYOVOTWVY, OEV UTTOKELTAL OTOV AELTOUPYIKO EAgyyo
(operational control) kat tnv Sikatodooia Tou acpaAiougvou aldda o€ EwyeVEIC TapdyoVTeg.

Napadavopn ZuAdoyn & Xprion NAnpodopLwv

Mapdvopn cuAloyn Kal Xpron €TALPLKWY TANPOPOPLWY 1) TIPOCWTILKWY SESOUEVWY EV YVWOEL
Tou aodoilopévou.

NapdaAewpn Anokataotacng ZUCTHUATWVY

ZNULEG TIOU TIPOKUTITOUV QMo TAPAAswn OIMOKATACTOONG EANTTWHATIKWY OUCTNUATWY,
Sadkaowwv | Aoylwopikol, omou n Umapén shattwpdtwy, eAeiPpewv | sumdbeslag oe
KuBepvoeniBeon €xel emonuavBel €ykalpa otov acpoaAlopévo, wote va amodeuxBel n va
HeLwBel n InpLd Tou oe mepimtwon KuBepvoeniBeonc.

NapaBioaon vopoBeciag ywa tnv mpootocio Sedopévwv MPOocwnikol XOPAKTAPA, THV
NPOOoTAcia KOATOUVAAWTWY KOl TOV AVIAYWVLOHO

ZnULA TTOU TTPOKUTTTEL ATtO OTIOLASATIOTE TIPAYHATIKA ) UTLOTIOEEVN TtapaBioon omolacdnmote
LoxUouoag vouoBeoiag oxeTika Le TNV Mpootooia Twv SeSopEVwY MPOoWTLKOU XOpoKTAPa, TV
MPOOTAGIO TWV KATAVOAWTWY 1] adopd AVTLLOVOTIWALAKES TIPOKTLKEG KOL TIEPLOPLOTIKEG TOU
eAelBepou eUMOpiOU TPAKTLKEG.
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Mveupatiky 16toktnoia

Znud n omola adopd apeca 1 Eupeca onotadnnote mapaflaon SIMAWUATWY EUPECLTEXVLOG
KOl OImOPPNTWY EMOYYEALOTIKWY TTANPOGOPLWY N ONMWAELA SIKALWUATWY yla TNV €aodalion
KOTOXWPLONG SUTAWMUATWY EUPECLITEXVIOG AOYW KN e€ouctodotnuévng amokaAudng.

AnwAela Xpnuatikrg A§iag

AnwAela Xpnuatikng Aflag, oupmnepAapBavouévwy Kot NV o eveXOUEVEG TTWANOCELS, N
OToL0 TIPOKUTITEL KATA TNV SLAPKELA TwV CUVAANAYWY 1 NAEKTPOVIKAG LETAPOPAG XPNHOTIKWY
kedaAaiwv Tou aoPaALoUEVOU KOL TIOU £XEL WC ATIOTEAECLLA TNV LEPLKN 1 OALKN amoueiwon Twv
XPNUOATIKWVY KEGAAALWV KATA TNV HETADOPA TOUG OO AOYyapLACUO O AOYapLACUO 1 KAl HETAEY
QUTWV.

Znueiwon:

H eéaipeon epapudletal ouvnBwe aveéaptnta amo tnv aitia mov 0dNynos otnv XpnUATIKA
anwAegia. MeptdauBavet dndadn tooco Aadn kat 60Ao, 000 Kal MAPATAQAVNON OCUVEMELA
«KOWWVIKNG Unyavikic» (phishing).

Anolnpiwon yLa mapoxEG EUMOPLKOU XAPAKTAPA

KaBe ovopaotikn afio KOUToOVIWY, eKMTWOEWY, Swpwv, BpaPeiwv i omoloudnmote GAlou
ONUOVTIKAG aflag avToAAAYyUOTOG TIOU TtapEXETOL amd tov achoAlopévo otov {NULwbévta
TEAQTN EMUMPOCOETWE TOU GUVOALKOU GUUPWVNOEVTOC I avapEVOUEVOU TTIOGOU amolnUiwong.

Znueiwon:

Eivat muSavo o aopaldiouévos va npoBei os kataBoAn entAéov anolnuiwong amo auvtnv mou
gUAoya Swkawoutal o {NUWTEIC TTEAATNG TPOKEWUEVOU VO KATEUVACEL TIEPLOCOTEPO TN
Suoapéokela Tou kat va Staopadiost ot Sev Ja umapéel apvntikn Snuoototnta. AUTEC Ol
TIPAEELC EUTTOPLKOU XAPAKTHPA VLA TIC OTTOLEC SEV UTTAPXEL VOULKN UTTOXPEWON SEV UTopouV va
kaAugpdouv aopaliotika.

ZupBatikn evBLVN

E€aupeitat n eubUvN ou avalapBavetat amnod tov o.odpallopévo oto mAaioto piag cupBaong pe
éva Tpito pépPog, eKTOG €dv n guBUVN auTr UTHPXE OUTWS 1 AAAWG Kal aveEdpTnTa HE TNV
uroypadn 1 OxL Tne cuBaoNS AUTNAG.

TWHATIKEG BAAPEG - YAKEG Znpicg
E€alpeital onoladnmorte:

1. Jwpatikn BAABn, acBévela, vooog ) Bavatog kalt, edv mpokUTTeL arnod ta poavadepbivra,
VEUPLKOC KAOVIOUOG, NOLKN BAABN, Yuxikn oduvn.

2. YAKA {nuud (omwAeLla ) Kataotpodr EVOWHATWY ayabwv) TIEPLOUCLAKWY OTOLXELWV TOU
o.opallopévou N Tpitwy, eKTOC ammd Asdopéva.
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Znueiwon:

H ev Aoyw eéaipeon opeidetal oto yeyovoc OtL n acpalion KuBepvoywpou amookomnel oto va
kaAvetl anwAeia dedoucvwy Ynelakou xapaktripa (6Ad avAa meplouciakd otolyeia) ko Oxt
YAikéc Znuiég (UAika meplovotaka otolyeia) n Swuatikec BAaBec mou umopei va mpokuyouv
ouveneia kuBepvoemniGeong. OL ev Adyw efaipoUueves kaAuelc amoteAovv ocuvidwe to
avtikeipevo aAAwv aogpadiotnpiwv cuuBolaiwv.

NowikéG KUPWOELS Kat MpooTia

Adopd XPNUOATIKEG TIOWVEG 1 TOPOSELYHATIKEG OMOLNULWOELS, KOBWC KAl Hn XPNHOTIKEG
arolnLLWOoELG Ttou Uropel va emiBAnBouv otov aopallopévo. Ta SLOKNTIKA TTPOCTLUA UTTopoUV
va KoAUTITovTaL, £hOCOV EMITPEMETAL QO TNV LoxUouoa vopoBeoia.

EntayyeApatiki EuBuvn

H ev Aoyw e€aipeon adopd otnv uBUVN amod umnpecieg Kol CUUPBOUVAEG TTOU TtapExovTal amd
ToV a0paALOPEVO TIPOC TPLTOUG OTO TTAALCLO TNG EMAYYEAUATIKAG 5paoTNPLOTNTAC TOU.

Znueiwon:

J€ KATTOLEG TIEPUTTWOELS, N KUBEPVOETITEON UTOPEL Vo CUVETTAYETAL, VLo ULKPO 1 UEYXAUTEPO
XPOVIKO Slaotnua, aduvauio ToU do@aALCUEVOU VA TTIAPEXEL OUUPWVNUEVEC UTTNPECLEC TTPOG
TPiTOUC MeAdTeC 0TO MAaOLO TNG ETTAYYEAUATIKIG TOU SpAO0TNPLOTHTAC. 2€ TepinTwon {nuiog Tou
nieAdtn Adyw tn¢ aduvauiac autrg, n suduvn Tou AcEUALOUEVOU / TTAPOXOU UTtNPECLWY OV
KoXAURTETOL amo thv ao@ddion nAsktpovikwv & Sladiktuakwy kwduvwy, aAdd umopel va
KaAUTTTETOL om0 eéelbikevuevo ocuuBoAaio emayyeAuatiknic evdovng NG OUYKEKPLUEVNG
ENMAYYEAUATLKNC 6pAOTNPLOTNTAC
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KuBepvoaoddaliera — Métpa NMpoAnyng

MNpoAoyog

Jtov cuyxpovo PnodLlakd KOopo, N achaiela Twv MANpodopLWV amoTeAel MPWTAPXLKO {NTNUA
yla kaBe emxelpnon. Me tnv auvfavopevn €aptnon anod thv texvoloyia kat to Stadiktuo, ot
ETUXELPNOELG €lval TTAEOV TILO EKTEDELEVEG QMO TIOTE OE TOLWKIAEG aMEINEG KUPBEPVOETILOETE WV.
AUTEG oL aTelAEC UmopoUV va KU alivovTal armo anAeg poomnaBeleg mapaBioong SeSopévwy Ewg
o oUvOetTeg emiBeoelg, onmwe ransomware kot DDoS (Distributed Denial of Service) mou
UTIopoUV va TIPOKAAEoOUV coBoapd mpoPAnuata otnv AElToupylol KoL TNV aglomiotia pLog
emuyeipnong.

OL kuPBepvoemiBéoel pmopoUVv va odnynoouv oe omwAsla Sedopévwy, mopaBioon
EUTLOTEUTIKOTNTOC, OLKOVOLLKEG QMWAELEG KoL {nuia otn dRun plag etalpiog. Ol EMUMTWOELS
QUTEG UMTOPOUV VO ELVaL KATAOTPOPLKEC, LOLAITEPA VIO LLKPOLECALEC ETILXELPNOELG TIOU UMOpPEL
va unv dlaB£touv toug OPoUG yla va avakappouv e0koAa amd pla onUavilkn mapafioon
aodpaleiag. Emopévwe, n mpootacia and KuBepvoemIBEaelg Sev amMOTEAEL LOVO €Vl TEXVIKO
NTnua, aAAG pLa {WTLIKA ETIXELPNUOTLKE AVAYKD.

H emiyvwon kat n mpoAnyn ival Ta mpwta PAMOTO YLt TNV OTTOTEAECUATLKY QVTILETWITLON TWV
anellwv. KaBwg ol emitiBgpevol e€ehicoovtal ouveXwG, ival KPIOLUO yLa TIC EMIYXELPAOELS VA
TIOPOUEVOUV EVNUEPWUEVEC VLA TIC TEAEUTALEG TEXVIKEG Tpootaciag Kot vo ebapuolouy Tig
KOAUTEPEG TIPAKTIKEG YL TNV A0PAAELN TWV CUCTNUATWY TOUG.

JKOTIOC TN EVOTNTAG QUTAC ELVaL VO TIAPEXEL OTLG ETILXELPIOELG XPIOLUEG EVOELKTIKEC TIPOTACELC
Kol oUPPBOUAEC ylo tnv BEATotn katd Tto Suvatdv mpootacia amd kuPBepvoemiBEcelc,
oUPBAaAAovTaG otn dnuoupyla pag toxupng kot aodpalouc PndLakng umtoSounc.

Aappdvovtag ta KOTAAANAa pETpa MPOANYNG, OL EMXELPAOELG UTTOPOUV VA HELWOOUV TLG
mBavotnteg mapapioong Kot va evioxUoOOUV TNV OVOEKTIKOTNTA TOUC QTIEVAVTL OTLG CUVEXWG
€€eALOOOUEVEC ATEIAEG TOU KUBEPVOXWPOU, TTPOCTATEVOVTOC Ta SESOUEVA TOUG KOLL TNV OUOAN
Aewtoupyia toug. Tautoxpova, pe TN ANYn Twv avaykalwv HETpwY TPOAnYNG, oL EMLXELPHOELS
e€aodpalifouv TI¢ anapaitnTteg MPoUTOOLTELS YLl TNV AITOKTNGON TOU TTAEOV TIOAUTLIOU yLa TV
olokAnpwpévn mpootacia toug epyaleiov TG achAAlonG KATA TwV KWwSUVWVY TOU
KUBEpVOXWpPOU.

Ta kuplotepa pétpa mpoAndng/amotpomnng kuPepvoemibBécswv mou Ba avaluBouv otnv
napoloa evotnta sival ta akolouba:

Métpa Anotponig KuBepvosmBéoswv

1. Ekmnaibevon kot EvaicOntomoinon twv Epyalopévwv: H ekmaidsuon twv epyalopévwy
OXETIKA HE TIC amelAEG TOU KuPBepvoxwpou Kat TG peBodoug anoduyng toug eivatl IwTKAG
onuooiag. TaKTIKA OEUWAPLO KOL OOKACEL Tipooopoilwong emibécswv pmopolv va
BonBrjcouv otnV avayvwpLon Kol omoTPort] KakOBouAwv pooTmadelwv.

2. Edappoyn loxupwv Kwdikwv MNpdécBoaong kat MoAwtikwv Awaxeipiong Tautotntog: H
edappoyn oxupwv Kwdlkwv mpdoPaocng kat n xprion AVoewv tautomnoinong moAhamiwy
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napayovtwyv (Multifactor Authentication - MFA) pumopouv va amotpeouv un
e€ouaolobotnuévn mMpocPaon oTa CUCTANATA TNG EMLXELPNONG.

3. Toktikr Eviuépwon AoylopikoU kot Edoappoywv: H TakTikn evnuépwon Kal n edappoyn
TwV Lo MPoodatwy Sopbwoeswv aocdaleiag yia OAa T AOYLOULKA KoL TIG EGOPHUOYES TNG
eTuxelpnong elval Kplown yla TNV amotpornt| yvwotwy TPWIWV ChUELWV Tou pumopolv va
EKUETAAAEUTOUV OL ETLTIOEUEVOL.

4. Xpnon NAoywopikot Acdaleiog: H eykoatdotaon Kol n TOKTK €VNUEPWON AOYLOUKOU
aodaleiag, Onwc antivirus kat antispyware, Umopouv va PooTaTteUoOUV TA CUCTAUATA OTd
KOKOBOUAO AOYLOULKO Kol GANEG OMELAEG.

5. Edappoyn MoAtikwv AcdpdAelag Aiktoou: H Snuloupyia Loxupwv TOATIKWY aohAAELOG
Siktuou, Omw¢ n xpnon teixouc mpootaociag (firewall) kat n mapakoAouBnon NG
Kukhodopiag Siktuou, pmopel va amotpéPet pn e€ovolodotnuévn mpodoBoacon Kal eMBECELG
SKtuou.

6. Anuovpyia kat Epappoyn Ixediwv Avakaudng and Katactpodég: H avamtuén oxedlwv
avakaupng mou mepllappavouv taktikd avtiypada aocdaleiog (backup) kot SokiuEg
OIMOKATAOTOONG UTTOPEL vt BonBnoeL oTnv TaXElO AMTOKATACTACH TWV AELTOUPYLWV HETA OO
pLo KuBepvoemiBeon.

7. Zuvepyacia pe Elkoug Acodalelag: H ouvepyaocia pe €€eldikeupévoug ocupBouAoug
0o0pAAELaG KOL N eKTEAEON TOKTIKWY eAéyxwv aocdaleiag (security audits) pmopel va
BonBroeL otnv TOUTOMOINON KOL TNV QVIIUETWTLON odUVAULWY OTa CUCTAHATA TNG
eruyxeipnong.

Edappoyn loxupwv Kwdikwv Npdcfaong

Ytov PndLakod KOouo 1ou {oUUE, N 0.oPANELN TWV TIPOCWTILKWY KAl ETTAYYEAUATIKWY S£60UEVWV
pog eival upiotng onuaociag. Eva amo ta BaclkoTepA KAL TILO QTTOTEAECUOTIKA HETPA VLA TNV
MPOOTACiO AUTWY TWV SebSouévwy eival n xprnon Woxupwv Kwdikwv mpocBacnc. OL kwdikol
npooBacng anmoteAoUV TNV MPWTN YPAUUN AUUVOE EVAVTLA OE 1N €£0UCL080TNUEVN TTpOcBaoN
Kal kuPBepvoemiBéoelg. Ma va elval Opwg amoteAeopatikol, TMPEMeL va eival KatdAAnAa
oxedlaopévol Kot vot 0AAATOUV TOKTIKA.

loxupol kwdikoi mpooPaong: Evag Loxupog KwSLKOG TpooBaoNng TPEMEL val €lval HOKPUG,
oUVOEeTOC Kal povadikoc. H cuvioTwievn eAdylotn Slapkela evog Kwdikol mpooPaong eivat 12
XOPAKTAPEG, OANA 000 peyaAltepog, tdéoo KoAUtepa. Evac woxupoc KwdIKOC TpEmel va
neptAappBavel évav cuvSuaopo amd HIKpA Kol kedpalala ypappata, aplOpouc kat edikolg
XOPAKTAPEG (OMwe |, @, #, S, %, KATL.). AuTr| N otk ia xopaktrpwv SUCKOAEUEL ONUAVTIKA ThV
armokwdikomoinon tou kKwdikol amd mbavolg smitildépuevoug péow peBOdwv brute force n
dictionary attacks.

H xprion amAwv kal mpodavwv Kwdlkwv, onweg "123456" n "password", eival sfaipetika
erukivbuvn. O emutiBgpevol Sokiudlouv MPWTA TOuC Mo ouvnBLopuévoug KwdIkoUg, Kol av
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XpnolUomoleite €vav amnod autolg, n mbavotnta napaBiaong ivat uPnAn. Emiong, mpenel va
armodeVYETE TN XProN MPOCWTTLKWY TANPodOPLWYV, OTIWE TO OVOLA, N NUEpoUnvia yévwwnong n n
SlevBuvon ocag, KaBWE aUTEC UmopolV eVKOAX VA LAVTEUTOUV ) va BpeBolV HECW KOLWVWVIKNAG
HNXOVLKAG.

Zuyxvi) aAdayf Kwdkwv pooBaong: H Taktikr alhayr Twv Kwdikwv mpocBaocng sivatl e€icou
ONUOVTLKA HE TN Snutloupyia Loxupwv KwSIKWV. AKOU Kal oL Tio a.odaleic kwdikol pmopouv va
mapapLootolV LE TOV KALPO, ELSIKA OV XPNOLLOTIOLOUVTAL YL LEYAAO XPOVLKO SLACTNMO XWPLG
oAAayn. Zuviotdtal n aAAayn TwV KWSKWV ipocBacng kabe 3 €wg 6 HRVeC. EMUMALoV, HETA amo
kaBe unoia mapafiaong i av mapatnprnoste KamoLlo Unontn Spaotnplotnta, Bo MPENEL va
OAAGEETE QUECWG TOV KWOLKO 00,

Elval emiong onuavtikd va pnv xpnollormnoleite tov (5o kwdiko mpdoPaong ylo moAAamAoUG
Aoyaplacpous. Av £vag amno Toug Aoyaplaopolg oag mapoBLaoTel, oL eMITIBEUEVOL UmopoUuV Vo
XPNOLLOTIOLo0UV ToV (510 KWSLKO YLa VAL ATTOKToouV ipoafacn Kal o AAAOUC Aoyaplacolg
ooc. Xpnolgomowwvtag Sltadopetikol¢ Kal povadikoU¢ Kwdlkoug mpdoPaocng ylo Kabe
Aoyaplacpd, LELWVETE CNUAVTLKA AUTOV ToV Kivouvo.

EpyaAeia Siaxeipiong kwdilkwv npooPaong: H Snuoupyia kat n Slaxeiplon mMoOAAWV Loxupwyv
Kwdlkwv TpocBacng umopel va eival SUokoAn. Eutuxwg, umapyxouv epyadeia Slaxeiplong
Kwdlkwv TpocPacnc (password managers) mou pmopoUv va BonBrjoouv ce auto. Autd Tta
epyadseia dSnuioupyolv, amoBnkevouv Kot Slaxelpilovtal LoYupoug, Hovadlkoug KwdKoUg
npdoBaong yla kabe Aoyaplacpd oag. Emiong, umopolv va GUUITANPWVYOUV QUTOMOTA TOUG
KwLKkoUg mpoaPaong otav cuvdésote oe SLAPopeG LOTOOEAISEG Kal eHAPUOYEG, KAVOVTAG TN
Sladkaoia mio eUKoAn Kot aohaArn).

Eknaidsuon kaw evatsdnromnoinon: H ekmaibsuon Twv epyalopéVwy OXETIKA LLE TN Ohacio TwY
LOXUPWV KwSIKWV TPooBaong Kal TNV avAykn ylo TOKTIKA oAAayrn Toug sival kpiown. Ta
OEULVAPLA KaL Ol KAUTTAVLEG evaLloBntomnoinong unopouv va Bonbricouv toug untaAAnAoug va
KOTAVONGOUV TOUG KIVEUVOUC Kal va ePapUOcouV TIG BEATLOTEG TIPOKTLKEG YL Th SnuLoupyia
Ka tn dlaxeiplon Twv Kwdkwv mpdofaong.

JUUMEPACUATLKA, N EbOPUOYN LOXUPWV KWSLKWVY TipOoBaonG Kal N TakTiky aAlayr] Toug givat
and ta Pooikdtepa PETPA yla TNV TpooTacio Twv dedopévwy pag emiyeipnong. Autég ol
TIPAKTIKEG UELWVOUV ONUOVTIKA TNV Tubavotnta napafiaong kot cupBarlouv otnv evioyuon
NG SUVOALKNC aodahelag Twv MAnpodopLwyv. OL eTILXELPNOELS TTou emevlUoUV otnV ekmaideuon
Kall TV evotoOntomnoinon twv epyalopévwy Touc, Kabwg Kal otn xpron epyaleiwv dlaxeiplong
KwdLKwv mpooBaong, Ba elval KAAUTEPA TIPOETOLUOOHUEVES VO AVTILETWITIOOUV TLG ATEAEG TOU
KUBEPVOXWPOU Kal va tpooTateloouV Ta oAUTIpa SeSopéva Toug.

To uéyebo¢ Kal N TMOAUTTAOKOTNTO METPAEL: [0 VO KATAVONOOUUE TIOOO XPOVO WUTMOPEL va
XPELOOTEL €vag EMITIOEUEVOC YLO VA OTIACEL €vav KwOLKO mpodoPaong, ival xpnoLio va ol e
TOUG TIiVaKEG TTou €xouv dnuLoupynBel amo e161kol¢ aTov Topéa TNC KuBepvoacddAelog, Omwe
n Hive Systems kat n Optiv. Autol ot mivakeg Selyvouv TOV EKTULWIEVO XPOVO TtOU XPELAleTal
€VOLC ETUTIOEEVOC YLOL VO OTIAOEL EVAV KWSLKO OVAAOYQ LE TO KOG KOLL TNV TIOAUTIAOKOTNTA TOU.
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‘Evag kwdikdg mpoofacng mou elval HOvo 8 xapaktripeg Kal mepAapBAvel povo aplBpoulg
Umopel va omdoel oxedov dpeoa pe cuyxpoveg uebodouc brute force. Av mpooBéooupe pPkpa
Kal kepaAaio ypappota, o XpOvog QUTOG AUEAVETOL ONUAVTLIKA. Mo tapadelyua, evag 8-Prdlog
KWOLKOC HE PLKpA Kol Kedalaio ypappata, aplBpol kot l8IKOUG XAPOKTNPEG UMOPEL va
XPELOOTEL APKETEC WPEG 1] OKOUA KoL PEPEC Yl va. oTtdoel. QoTOC0, OV 0 KWALKOG eivat 12
XOPAKTAPEG KoL EXEL TNV (6La TTOAUTIAOKOTNTA, UIMOPEL VA XPELOOTOUV EKOTOUUUPLA XPOVLA YL
VO OTIAOEL, AVAAOYQ E TNV UTIOAOYLOTLKH oYU TOU eMITIBEEVOU.

TOpudpwva pe tnv Optivt ol toAUTAOKOL KwdLkol Pe 16 1) TIEPLOOOTEPOUC XOPAKTAPEG eival
TPOKTIKA adUVOTOV va ONMACOUV WE TIC UTAPXOUOEG TEXVOAOYIEC. AKOUN Kol av
Xpnolpomnolouvtal mponyUevol adyoplBuol kat .oxupo hardware, 6nmwg GPUs, n mbavotnta va
omdoouV autol oL kKwdikol péoa og avBpwrvo Xpovo eival e€ALPETIKA LKPN.

O mivakag tng Hive Systems? yia to 2024 tou akohouBsei Seiyvel OtL akdpa KAl LE T XpHon Twv
WO LOoXUPWV SLoBECLUWY TEXVOAOYLWY, OL KWAOLKOL WE MEYAAN TIOAUTTAOKOTNTA KOL KNKOG
TAPAUEVOUV aodaAeiG yLa TTOAAEG EKATOVTASES N Kol XIALASEG Xpovia. AuTo amodelkvuel TOoo
ONUAVTIKA €lval n xpron LeyaAwy Kot TOAUTIAOKWY KwS LKWV pocBacng yla tnv mpootacia ano

KuBepvoemIBETELC.

TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2024

How did we make this? Learn at hivesystems.com/password

Number of L owarcase Upper and Numbers, Upper Numbers, Upper
ch Numbers Only lektars Lowercase and Lowercase and Lowercase
aracters Letters Letters Letters, Symbols

Instantly Instantly 3 secs 6 secs 9 secs
Instantly 4 secs 2 mins 6 mins 10 mins
Instantly 2 mins 2 hours 6 hours 12 hours
4 secs 50 mins 4 days 2 weeks 1 month
37 secs 22 hours 8 months  NEVESS 7 years
6 mins 3 weeks |33 years E:: 161 years 479 years
1 hour _ 2years | 1kyears | 9kyears 33k years
10 hours 4 i _89kyéars i3
4 days
1 month f 11bn years

1 year _ 12bn years 147bnyears  805bn years
12@ _ 652bn years 9tn years 56tn years
119 years _ 33tn years 566tn years 3qd years

1kyears 13bn years 1qd years 35qd years 276qd years
11k years 350bn years 91qd years 2qn years 19qgn years

| : | HIVE » Hardware:12 x RTX 4090 | Password hash: berypt

L H Optiv Security, Inc. ("Optiv") givar etaipia Texvoloyiac mou mapéxel unnpeoiec information security
ko security technology, ue eéstbikeuon otnv mapoxn cuUBOUAEUTIKWY UTTNPECLWYV Kol AUGEWV OTOV TOUEQ

™G KUBepvoaopalsiac.
2 H Hive Systems eivat etaupia texvoloyiac ue e€elbikeuon otnv mapoxri UMNPECLWY OTOV TOUEN TNC

KUBEPVOXOPAAELOG VLA ETTYELPNOELC OAWV TWV UEYETWV.
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https://www.optiv.com/
https://www.hivesystems.io/

Tavtonoinon noAAanAwv napayoviwv (Multifactor Authentication - MFA)
Tu elvon n Tavtonoinon MoAAarmAwv Napayoviwy;

H tautonoinon moAAamlwyv mapayoviwy eivat évag pnxaviopoc achadelog o onolog amaltei
™V xprion 600 1 KaL TEPLOCOTEPWYV TTAPAYOVIWY TAUTOTIOLNCNG TOU XProTh Tou ipoomabel va
QTTOKTNOEL TPOOPacn O UNXAVOYPADIKEG UTTOSOUEG OTIWG £VOC AOYAPLOCHOC NAEKTPOVIKOU
Taxudpopeiou 1 Slaxeiplon evog Slakoutoth. To MFA cuvdudlel Suo | meploocoTepa oToLXELa
artd TOUG MAPAKATW TAPAYOVTEG YL TNV TAUTOMOLNOoN ToU XPHoTh.

e Kadti to omoio yvwpllel o xprotng (évav kwdikd npocBacng n éva PIN)

e KATLTO Omoio €XEL OTNV KATOXH TOU (£va smartphone 1) pia YevwATpLa KUALOPEVWVY KWELKWV).
e KartL to omoio £xel £udUTO (SAKTUALKO AmOTUTIWHA 1) AVOYVWPLOT TIPOCWTTOU)

Mati eivat 1660 GNUAVTIKA;

H tautomoinon moAAamAwy mapayoviwy givatl oAU onuavtiki Adyw g cuvexoug BeAtiwong
Twv gpyadeilwv Tou xpnowlomololvtal ot KuPBepvoemiBéoelg. To MFA omOTpENEL TOUG
KUBEPVO-gyKANUATIEG a0 TNV MPOCBACH O MPOCWITKA N £TALPIKA SeSopéva. AKOUN KOL av O
KwdLKOG mpodoPaochg oag Pploketal ota xépla Twv hackers sival SUokolo va £xouv mpocPach
KOl 0TOUG GAAOUG TTaPAYOVTEC TAUTOMOINONG 0G.

Note npénel va epapuoletot Tavtonoinon NoAAarAwv Mapayoviwv;

Omnouénmnote eival dtabéoiun. 16avikd MANTOY!

Etaupieg 16wwtEg
Y& omolodnmote cuotnua/unnpecio mou Onoudnmote umdpxelt Owabéowun n
€xelt  SwaBéowpn v Tautomoinon Tavtomoinon MoA\amAwv Mapayoviwv
MoAamAwv Mapayoviwv Bo mpEmeL va TIPOTEIVETOL VA €lval €VEPYOTTOLNUEVN.
elval evepyomownpévn ywa OAo  TO TEtoleg untnpeaieg umopel va eivat ot e€AG:
TIPOOWTILKO KOl OTIOLOVONTIOTE £EWTEPLKO
OUVEPYATN TOU EXEL TPOOPOCH  OTIC o Tpamneqkeg epappoyeg (e-banking)

UTIOSOMEG TNG etalpiag. Mapadeiypata o ASIKTUAKEC umnpeoiec S

uroSouwv/umNpecLwY ival Ta e&ng: Slakwvouvtol  MPOoWIkA  H/Kat

) _ ) gvaioBnta Sedopéva  (NAEKTPOVLKA

e Noyaplacpoi cloud Microsoft 365 n , .
KATOOTAMATA, OSLAYVWOTIKA KEVTPQ,

Google GSuite.

KATT.)
° YT[I’I]FJEOLG. , QTOUAKPUOUEVNG O /\oyaptacuo't I']}\EKTpOVlKOl'J
npooBoaong peow VPN. TaxuSPOpEioU

o  ALOSLKTUOKEC edapuoyEG
TIPOOPACIUEG €lTE QTMOKAELOTIKA Omtod
TO POCWTILKO £iTe o MEAATEC.

Zehida 28 and 47

Miow ota Mepleyoueva
Public - E€wtepikng Xpnong



Napadsiypota cuvdvacuwv otoyeiwv Tavtonoinong NoAAarAwv Mapayoviwv

KdrtL mou yvwpileL o Kdrti ou £xeL otnv Katoxn KdrtL ou £xeL épduto

Xpriotng ToU
Kwbikog mpooBaong Kw&1KOC pLag xpriong mou AQKTUALKO AmOTUTTWLAL

TIOPAYETAL ATIO OXETIKN
edappoyn Kvntou

smartphone
AMAvTnon o€ pwtnon Kw&1KOC pLag xpriong mou Avayvwplon npoowrnou /
aodaleiag arnootéAetal pe SMS pldag patiwv
email
KwdKog pag xpnong Kdapta npooBaong Avaluon cupmeplpopadg
ouokeun USB xpnotn (m.x. cuokeun/

AOYLOULKO TTOU
XPNOLUOTIOLELTAL YLaL TV
npocBaon)

Wnolaka Niotomolntika

AAMoL tuntoL Tautonoinong MoAAanAwv Mapayoviwv

e Baoel yewypadikig tepLloxng. To MFA autoU Tou TUmou eAéyxel tnv StevBuveon Siktuou (IP
S1eUBuvan) Tou xprotn Kal Kat’ emMEKTAon TNV Yewypadikr) TieEpLoxr mou BplokeTal gite yla
va erutpéPel/amayopeloel TV mPooBacn avaloya e TNV TIOALTIKI TNG ETALPLAC OXETIKA HE
T QTMOSEKTEC XWPEC, €iTe WG £MUTALOV OTOLXElO TOUTOMOLNONG OUVSUAOTIKA e AMNAQ
otolxela (kwdkog mpooBaong, £ykpLon MpooBacng HEow ePappoyng KLvntol, avayvwplon
TPOCWTIOU, KATL.)

¢ [Mpoocappolopevn Tavtonoinon | Tavtonoinon BAcel KWWSUVOU. I AUTHA TNV MEPLTTWON O
HUNXaVIOUOC TauTomoinong AapBavel urtdoLv Tou Thv cupmepLdopd Kat to meptBarlov kotd
TNV MPOOTIABELX TAUTOTOINCNG KAl AVOAOYWE ETLTPETEL 1] ATIAYOPEVEL TNV TpocPBaocn. MNa
napdadelyua:

e Ao nou npoomnaBel o xpriotng va €xeL mpdoPaon?
e [l6te mpoomnabel va amoktiosl mpooBacn? Katd Tig epyAcLUES N N EPYACLUEG WPEG?

e [lola CUOKEUN KoL TOlo AOYLOMIKO xpnoluoroleital? Eival ta idla pe TIC mPonyoUEVEC
Popeg?

e H oUvbeon yivetal péow dnuocou Siktvou N péow aodalolc dwTkol Kavaiiou (VPN)?
Me autév Tov TUTIO TOUTOMOINoNG av €vag XPHotng ylo mopadelypa mpoonadnosl va
ouvbeBel amd £va Internet café ula Kuplakn Bpadu, katt mou dev eival ocuvnBlopévo, Ba
XPELNOTEL EVOEXOUEVWG va TTAPEXEL EVOV EMLTAEOV TIPOOoWPLVO KWOLKO TtpooBacng n Umopetl
Kall va Tou amnayopeuBei n mpdoPaocn av Sgv mAnpoUvtal oL EAAXLOTEG ATALTOELS AoAAELAG
Baosl TNG TTOALTLKAG TToU £XeL OE0EL N £TALPL.
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Napéxel n Tavtonoinong NoAAanAwv Mapayoviwv anoAutn acpdaisia?

Ot KuBepvo-EykAnpartieg Eodelouv mMoAU peydlo PHEPOC TOU XPOVOUG TOUC OTNV MPooTtdbela va
urtokA€éPouv mAnpodopieg kat n Tautomnoinon NoAAamAwv Mapayoviwy ival n mpwTn ypauun
QLUVAG EVAVTIWY TOUC.

Elpaote opweg 100% aocdaleig pe tnv Tautomnoinon MoAAamAwyv Mapayovtwyv? AuoTuxwg OXL...

JUpdpwva pe tnv KnowBe4 to 48% twv KUPepvo-emBécewv Sev eival amoTtpEPLUES aKOUN Kal
LE €vav Loxupo punxaviopo Tautomoinong MoAAamAwy Noapayoviwv.

O 1o cuvNBLOUEVOC £WG TWPA KAl AITAOG TPOTOC va tapakapudBel n Tautomnoinon MoAAamAwy
Mapayoviwy eival Héow evog Aoyaplaopol KAToloU VEOU UTAAAAAOU TIou akopn Sev £xel
evepyornolnBei to MFA. Me to dvopa Kol Tov KWKo XpHotn HOVO KATIOLOG UIMOPEL OXL amAd va
QTTOKTNOEL TipOcBacn otov Aoyaplaopd aAAd va puBuicel thv Tautomoinon MoAAamAwv
Mapayoviwy oTo KWVNTO Tou ThAEDWVO KAl va EXEL TAUTOXPOVA TTIPOGBACN LE TOV VOULLLO XProTh
—Bupa.

‘Eva akoun ocuvnBlopévo oevaplo mopakaudng tov MFA elval ta cuotiuoata mou 8ev to
urntootnpilouv. MNa mapadelypa €vag opyaviopodg pnopet va amottel tnv xprion Tautomnoinong
MoMarmAwv Mapayovtwy yLa TNV amopakpuopévn nipooPacn péow VPN 1 yla to Microsoft 365
OAAQ pia oALd uTtoSoun amopakpuopévng ipocBaong (.. Citrix portal) pe pewwpévn xpnon
uropel va €xel fexaotel va ouumeplAndBel otov pnxaviopd Tautomoinong MoAAamAwv
Mapayoviwy HE QMOTEAECHA va yiveTol €UKOAOC OTOXOC KOL va TIAPEXEL OTOUG KUPBepvo-
gykAnuatieg mpooPaon oTo E0WTEPLKO SIKTUO TNG TALPLOC.

EvaAAaktikoi tponol mapakapng tng Tavtonoinong MoAAanAwv Mapayoviwv.
e Kowwvikn Mnxavikn (Social Engineering)

e EmiBeon pe taktikp Man in the Middle (MiTM) ¢ Xprion adUvapwv KwSIKWV/UNXaVIoUWY
TauTomoinong

e EKUETAAAEUON EVOANQKTIKWY TPOTIWVY TAUTOMOLNONG.
e EKpETGAAEUGON OPOAPATWY EDOPUOYWV
SUUEPAOHOL

H Toautomoinon NoAamAwv Mapayoviwy Sev eival mavakela alld eivol éva tpopepd epmodio
oe otdnmote Ba mpoomadrosl va AmEAOEL TOV AOYapLACHO TIOU TPooTateUeL. AKOUN Kal av
pmopel va mapakapudBel n amattel kdnoloug cuuBLBacpols, n evepyomoinor TnG HELWVEL
Spapatika tov Kivbuvo KuBepvoemiBéoswv.

JUppwva pe TIC BEATLOTEG MPAKTIKEG TPOTELVETAL N UAOTIoinon mAdvou achaAeiag e ToAAATTAG
enineda npootaociag (DiD — Defence in Dept) To onoio Ba npémnet va mepAapBAVEL ATOPALTATWS
v Tautomnoinon MNoA\amAwv Nopaydvtwy pe 600 To SUVATOV MEPLOCOTEPA KOLL LOXUPG OTOLXELD
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TouTtomoinong ta omola Ba MPEMEL TAKTIKA va eA€yyovtol Kal va BeAtiwvovtal pall pe ta
uTtOAOLTIa LETPA TTPOOTAGLOC.

H Tautomoinon MoA\amAwv Mapayoviwv eival cuvABwe To MPwWTo PETPO MPooTtaciag mou
InTtouv oL aodaALoTEG yLa TV avaAnn kwvduvou. Napoia autd dev ival to povadiko Kot Ba
TPEMEL VA oUVOUALETAL UE:

e JUyXpPOVa TPOYPAULOTO QVILHETWTILONG KAKOBOUAOU AOYLOWLKOU
® JWOTEG TIPAKTIKEG avTlypadwyv aodaAelag Kol TAGVWY ETLXELPNOLOKAG CUVEXELOS
e BEATLOTEG TIPAKTIKEC TTpoaTOoiag amnod enBEoeLg NAEKTPOVIKOU TaxuSpoUEiou

e Jwoth dlaxeiplon SedSopévwy mEpay Twv umoxpewoewv Tou MKMA A/kot AAAwWV KovovioTikwy
MAatoiwv (m.x. kpuTttoypadnon otnv amobrnkeuon 1 KAtd tnv petadopa)

e BEATIOTEG MPAKTIKEG SLOXEIPLONG ETALPLKWY CUCKEUWY
e BEATIOTEG MPAKTIKEG SLoyelplong SIKALWUATWY XPNOoTWY
e Ymnpeoisg mapakoAolBnong Kat eldomotoewy

OAa to mapamndavw eival evOelKTIKA Kol prmopel va aAdlouv avaloya pe to mpodil kabe
OPYOVLIOMOU. IXETIKEG €PWTNOELC TEPAOUBAVOVTOL OTA £PWTNHUATOAOYLA aloAdynong Twv
00paALoTWY KaL EIVaL ONUOVTLKO VO QTTAVTWVTAL LE OKPIBELX EVW avAAOYQ LLE TIC ATIOVTHOELG OL
opyaviopol £€xouv TNV gukatpia va evtomnilouv keva a.odAaleLag Kol vo BEATLWVOVTAL CUVEXWG.

5G ko kivéuvol Cyber
T eivat to 5G;

OL IPWTEC TECOEPLS YEVLEC EdepaV €Vl VEO MIMESO CUVOECLUOTNTAG, UE TOUG EMeEepyaoTEC 3G
kal 4G va enikevipwvovtal otn BeAtiwon twv dopntwv Sedopévwy. To 5G emblwkel va
ouveXlOEL AQUTAV TNV TACN KOL VoL ETIEKTELVEL TN XPHON Tou yla tpocoBacn o popnth eVPULIWVIKN
ouvbeon. To 5G Ba Asttoupynoel mapaAAnAa Ue to 4G, avTkabBLoTwvTag To TEAKA TTANPWC.

H xpnon tng texvoloyiag 5G Ba eyKAlVIAOEL VEEC EUKALPLEG TEXVOAOYLKNG TPOOSOU Kot
Kavotoptlag. H avamtuén texvoloylwy 0mwe to Atadiktuo twv mpaypdtwy (loT) avapévetal vo
auéndel pe to 5G. H enepyxopevn avaPfabuion anod 4G oe 5G adopd oxedov OAOUG OCOUG
XPNOLUOTIOLOUY pia oUvdeon Kvnthg TNAsdwviag. EmMopévwg, elval codho va KATOVONCGOUUE TLG
Sduvatotnteg Siktuwong 5G otov kKuBepvoxwpo — KABWE KoL ortd OV UMOPEL va amouotalouv.

Nwg Aettoupyei to 5G;

Ma va yivel n e€nynon amin, to 5G petadidel tovou SeS0UEVWV OE LLKPOTEPECG OTTOOTACELG OO
10 4G LTE. Autd BonBd otnv TaxUTnTa KOL TN CUVEMELD TWV CNUATWY cUVSEeong Kot tou iSlou
TOU SIKTUOU — aKkOpa Kal otav Bpioketal ag kivnon. To Siktuo pmopel eniong va umootnpiéel
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TIEPLOCOTEPEC OUOKEUEG AOYW TNG XPNonG VEwvV Gpoopdtwy onpatog. EmutAéov, n evepyslaka
amoSoTIKN TeEXVoAoyia eMLTPEMEL TN XprHon AlyoTepng Loxuog.

Mati 5G; Au§npévn avaykn

Evw to 4G LTE €ilval Loxupo, EEmepvae ypryopa auTo To SiKTuo KoBwg To CTIPWYVOULE OTA OpLAL
Tou. Ta onuepva diktua LTE untepdpopTwvovTal oTLg LeYAAEG TIOAELS, LE CUXVEG KOBUOTEPNOELG
Tou cupBaivouv oe eplodoug peyaing cuvdeouotntag. H avodog twv "éEunvwv" gadgets mou
ouvbéovtal oto Awadiktuo onuaivel ottt Ba xpelaldOpooTe €va ypnyopoteEPo cuoTNUA
uPNAOTEPNG XWPNTIKOTNTAC YLa Vo UTtooTNpioupe T SLOEKATOUUUPLA TWV CGUCKEUWY TIOU
uTtapyouv Nén. Me autd kat GAAa tpovopLa, Ta dedopéva Twv GopnTWV CUGKEUWV yivovTal
$dOnvoTeEpPQ, AlyoTeEPO EvEpPYOPOPA KL TILO YPIYOPQ YLOL VO CUVOECETE TIEPLOCOTEPEG CUOKEUEC
amnod O,TL orepa.

Moleg eival HEPLKEG ATTO TLG SUVATOTNTEG ME TNV XPNoN 5G;

Ot KaAUTepeg SLOOLKTUOKEG EUTELPIEG €lval AUECO amoTéAecUO auTtoU Tou Siktlou. Mépav
autol, n MEUMTN yevid ¢dopntng cupulwvikng ouvdeonc Ba amodépel MOAA odéAn, Ta
TIEPLOGOTEPQ OO TA OTIOLA UITOPOUV VA 0pLOTOUV WG 0KOAOUOWC :

H avapaduion os éva tepaotio Aladiktuo twv npaypdatwv (1oT) Ba auvénosl mepaltépw TNV
avamtuén mou Paociletal otnv TteXvoAoyla TOOO yla TN Blopnyovia 000 Kol ylo TOug
KoTovaAwTtéG. Evw moAéc ocuokeuegg loT eival nén o xpron, meplopilovtal amod To TPEXOV

mAaiolo Tou Stadiktuou. H xprion 5G onuaivel 6TL 0L CUCKEUEG TTOU AELTOUPYOUV UE pmatapia
UMopoUV VO TIAPOUEIVOUV €VEPYEC KOl OUVOESEUEVEG e Alyotepeg pubpuioslg (tune-ups)
ETUTPETOVTOG VEEC, TTANPWG ACUPUATEG XPNOELG OE OUMOLAKPUCUEVEG, APOAEG 1} SUOTIPOOLTEC
neploxec. Ta mavta Ba mailouv Tov poAo Toug, amod £EUNMVOUG BEPUOOTATEG KAl NXEla, €wg
aloOntrpeg oe Blopnyavika diktua GpopTiou Kot NAEKTPLKNG EVEPYELAG TNG TTOANG

Ou E§unveg mOAelg kat n Buopnyavia 4.0 €xouv wg otdéx0 va HaGg NmpoodEpouv TLo
QIOTEAECUATLKN, A0POAAECTEPN KOL TTOPAYWYLKH epyaciao kal {wr. To urmtootnpll{OUEeVO amo T
5G loT eivat kaiplo yla tnv mapoxn KoAUTepng mopakoAolBnong TG UTOSOUNG OTLC TTOAELS. Oa
xpnoitomnolnBel emiong ywa €Eumvn OQUTOMOTONOLNON Of €pyootdcia — petatomilovrag
Suvaptka tig Stadikacieg epyoaoiag.

Nowx gival n dtadopad petalL 4G ko 5G;

Yrniapxouv PepLKEG afloonuelwteg Stadopeg mou enTtpEnouy 5G va KAVEL Tpayata o To 4G
LTE &ev pmopel.

Y& cUyKpLoN HEe TNV Texvoloyia 4G LTE, to 5G dpépvel ta akdAouBOa odpéAn:

e To 5G eivar tayUTtepO amno 1o 4G e neplocdtepa bit ava deutepoAemnto, Lkavo va tafldevel
oto 8iktuo. Me TG véeg TaxUTNTEG AmooToAnG Kat ANPng, UMopPELTe va KAVETE AN ToVLwY
oe SeutepoAeTta avti ylo AsmTd.

e To 5G avtamoKpivetal MEPLOCOTEPO OMO TO 4G e UIKPOTEPO XPOVO QVOHUOVAG, TOU
avah£PETAL OTOV XPOVO TIOU ATIALTE(TAL YLO ETILKOLVWVIEG CUOKEUNC TPOC¢ To Siktuo. Kabwg
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https://www.kaspersky.com/resource-center/definitions/what-is-iot

Ol OUOKEUEG pmopouv va "pdouv" ypnyopotepa oto biktuo, Ba AapPavete dedopéva
Yypnyopotepa.

e To 5G xpnouuomolei Ayotepn evépyela ano ta 4G, Ssdouévou OTL pmopel ypriyopa va
peTanndnoeL otn xprHon XapNANG evépyetag otav oL KuPeloeldeic padloouoKeUEG Sev eival
o€ Xpnon. Auto nmopateivel Tn Stdpkela {wNG TNG UmaTapiag TN CUCKEUNC Yo val b OEL TLG
OUCKEUEC va mapapeivouv otny mpila ylo LeyaAUTEPO XPOVLKO SLACTNUAL.

e To 5G mpoodépel aodaAn, ypRyopn unnpeoia mo afomotn and 1o 4G Aoyw tNng
KAAUTEPNG XPNOoNG Tou gUpoug Twvng Kal meploocdtepa onpeio ouvdeong. Me Alyotepn
emBapuvaon Tou SIkTVOU, TO KOOTOC TWV SESOUEVWV UTTOPEL VA TTECEL XANAOTEPO ATTO OLUTO
Twv Skt WV 4G.

e To 5G unopei va petadEpel MEPLOCOTEPEG CUOCKEVEG amo To 4G, Kabwe emekteivel Ta
SlaBéopa padlokupata. Ta mpofAnuata cupudopnong mou odnyolv og apyh eEumnpétnon
Ba pewwBoULV POALG yivel petaBaon oe 5G.

To 5G eival éva TepAoTIO BAMA MPOC TA EUMPOC yila TIG KUYPEANOELSELG paSLOCUOKEVES.
Mapopola pe Tt BpuAikn petdBaon amd tnv evolpuatn olvéeon o gupulwvikr clvdeon
vPnAng toxvutntag, Ba favoaokedptoUMe TL PmopoUV va KAvouv Ta OeSopéva KLVNTAG
Asdwviag.

TouTou AexBévtoc, uTtapyeL Eva LEYAAO HELOVEKTNHA av Sev SlatnpnBei tautoxpova to 4G auTth
TN XPOVIKI OTLYUN:

To 5G gival SUckolo va sykataotadei kal va avartuyOei. Meplocdtepol moumnol xpetalovrol
yla va KaAUouv Tnv idLa meploxn Ke Thv tpéxouca ot 4G diktua. OLmapoxol e€akohouBouv va
epyalovtal yla TNV TOomMoBETNon OPLOHEVWY QMO QUTWV TWV TIOUNwY. OPLOPEVEG TIEPLOXEG
avTLLETWTTI{OUY PUCLKEG TIPOKANCELS, OWC OL TIPOOTATEUOLEVOL LOTOPLKOL XWPOL i OL AYOVEC
YEWYPADLKEC TIEPLOXEC.

H apyn ulomoinon umopel va daivetal apvntiki ywa 1to péEMov tou 5G. Qotdoo, n
napatetapévn avapabuion pmopel va kataAnfel va SwWoel oToug MapOXoug XPOvo va
QVTLUETWTTIOOUV pia GAAN peydAn avnouxia: TNV aohAaiela Twv SIKTUWV

5G Avnouyiec Aodaleiag

Me 1o 5G n aoddAela oTovV KUBEPVOXWPO XPELATETAL KATIOLEG ONUAVTIKEG BEATIWOELG yLa Vol
arnodpevxBouv oL av€avopevol kivuvol Twv KuBepvoemiBEécewv. OpLOUEVEG Ao TIG AVNOUXLEC
aodaleiag odeirovral oto 6o to Siktuo, evw GANeC adopoUlV OTIC CUOKEUEC TTOU cUVSEovTal
oTo 5G. Qot000, AUPOTEPES OL TMTUXEC BETOUV O KivOUVO TOUG KATAVOAWTEG, TG KUBEPVNOELG
KOLL TLG ETILXELPNOELG,.

Ocov adopd to 5G Kal tnv ooddlela otov KuBepvoxwpo, L&OU UEPLKEC OO TIG KUPLEG
avnouyiec:

Anokevtpwpévn aodpdlela. Ta mpo-5G Siktua elyav Awyotepa onueia SdpopoAdynong
KukAodoplag, yeyovog mou SleukOAuve Toug eléyxoug acdaleiog kol Tt ocuvtipnon. Ta
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Suvaulka ouothuoto Boaclouéva o€ AOYLOUIKO 5G €xouv TOAU TEPLOOOTEPA OhUEla
Spopoioynong. MNa va eival anoAutwe achadeic, OAa aUTA MPENEL va mapakoAouBouvtal.
Aedopévou OTL auto pmopel va anodelyBel SUoKoAo, TUXOV PN achaAelc MepLOXEG UTopel va
Béoouv o€ kivéuvo AAAa TUApOTA TOU SIKTUOU.

To peyalutepo gUpog Lwvng Ba emPaplvel TV TpEXovoa mapakoAouBnon acpdaAelag. Evw
Ta untdpyovta Siktua eival eploplopéva o TaxUTNTA KoL XWPNTIKOTNTA, AuTod £xel BonBnoct
TOUC TAPOXOUC Vva TapakoAouBouv tnv aodAAelo o€ TPAYUATIKO Xpovo. Etol, To
TIAEOVEKTAOTA €VOG eKTETAUEVOU SIKTUOU 5G evdéxetal va mAREouv TNV achdAelo otov
KuBepvoxwpo. H mpdaBetn Tayutnta Kot n évtacn Ba avaykaoouv TIG OUASEC TwV EGIKWY val
dnuloupynoouv véeg LeBOSOUG yLa TNV AITOTPOT OMELAWV.

MNoAA£g ouokevég loT kataokevalovtal pe EAAewn aoddalelag. Asv Sivouv mpotepaldtnTa
OAOL OL KOTOLOKEUOTEG OTNV 0l0PAAELQ TOU KUBEPVOXWPOU, OTwG paivetal e TTOANEG EEUTIVEG
OUOKEVEC YapnAwv mpodiaypadwv. To 5G onpaivel meplocoTepn XpPNOLULOTNTA KAl SUVATOTNTES
yla to loT. KaBwg meplocdtepeg ocuokeueg evBappuvovtal va cuvdeBolv, Sloskatoupuplo
OUOKEUVEC UE TIOLKIAN aodalela onpaivouv dloekatoppupla mibava onueia mapafiacnc. Ot
€€umveg tnAeopAoelg, ol KAeldaplec Twv Bupwy, ta Puyela, Ta NXELD, OKOMN KOL OL UIKPEG
OUGCKEUEC OTIWG VO BEpUOUETPO YL pLa Se€apevr PapLwv Umopel va amoteAéoel pio aduvapia
ToU SIkTUou. H éAAewn mpoTUTIWY aoPalelog yia TIC CUOKEVEC loT onuaivel OtL ol mapaBLaoelg
SiktOou Kat ot kuBepvoemIBEoelg pmopouv va avénbouv axoAivwra.

H éAAewpn kpunrtoypddnong o€ MPpWIHo oTAdlo TG Stadikaociog oUvEeong AmMoKaAUTTEL
mAnpodopleg CUOKEUNG TIOU UITOPOUV va Xpnolponolnbouv yla emiBéoelg-otdoxoug loT yia
OUVKEKPLUEVN ocuokeur. OL mAnpodopiec autég BonBolv Toug XAKEP va yvwpilouv TOLEG
OUCKEUEC eival ouvdebepéveg oto SikTuo. AEMTOUEPELEG OTTWC TO AELTOUPYLKO CUCTNO KAl O
TUTIOG TNG CUOKEUNG (smartphone, LOVTIEW OXNUATWY, KATL.) urmopouv va BonBrnoouv Toug XaKep
va oXeSLAo0OUV TIG EMIBEDELG TOUG e LeYaAUTEPN akpifeLa.

Ta tpwtd onpeia tng kKuPepvoaadaletlag prmopolv va AdBouv T popdn pLag supeiog mowkiiiog
eTOEoewv. MePLKEC ATIO TIG YWWOTEG KUPBEpVOAMEINEG Tep o BAvouy:

e OuL embéoelg amd Siktva TPOYPOUUATWY poundt (Botnet) eAéyyouv £va Siktuo
OUVOESEPEVWY CUGKEUWV YLOL VAL OTTOTEAEGOUV LAPLOVETOL O€ LA TEPAOTLO KUPBEpVOETiBeon.

e O enBéosig apvnong unnpectwv (DDoS) ol emiBéoelg evavtiov evOg UTOAOYLOTH, i} HLOG
UTINPEGLOC TTIOU TIOPEXETAL, OL OTIOLEG €XOUV WG OKOTIO VA KATOLOTHOOUV TOV UTIOAOYLOTH 1
NV umnpeoia avikavn vo Sextel AANEC CUVOECELC KaL £TOL VAL LNV UMOPEL val eEUTTNPETHOEL
aAAoug miBavouc meAdteg, emBapuvouy éva Siktuo f pia Stadilktuokn TtonoBeoia yla va
1eBel exto¢ olvdeONC.

e O enuBéoslg mMapeunddiong emikowwviog - man-in-the-Middle (MiTM) umnokAéntouv
fnouxa Kot aAAalouv tnv emikowwvia PeTaty Twv duo mMAeupwyv. H eniBeon man-in-the-
middle (Man-in-the-middle attack) eival pia kown mapaBiaon aobdletac. O emTOEUEVOG
TapPeUTOSIleL TN VOULUN ETTLKOWVWVIA LETAEL SU0 pepwv, Ta omola ivatl dAKA LETAEL TOUG.
3TN OUVEXELD, 0 KAKOBOUAOG host eAEyXEL TN por] EMLKOWVWVLOG KOL UITOPEL VAL AMOCTIACEL h
va aAAGel mAnpodopieg mou otéAvovtal amo £vayv amo Toug opXLKoUC GUETEXOVTEC.
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https://el.wikipedia.org/w/index.php?title=%CE%91%CF%83%CF%86%CE%AC%CE%BB%CE%B5%CE%B9%CE%B1_(%CF%80%CE%BB%CE%B7%CF%81%CE%BF%CF%86%CE%BF%CF%81%CE%B9%CE%BA%CE%AE)&action=edit&redlink=1
https://el.wikipedia.org/w/index.php?title=Host&action=edit&redlink=1

e O evtomopdg Béong ko n mapakoAolONon KANCEWV UMOPOUV va yivouv av KATIOLOG
yvwplilel £0Tw Kal oe epLlOpLOPEVO BaBuo yia ta MpwTtokoAa tTnAesldomnoinong.

To péAAov tou 5G kat n acalela otov KuBepvoxwpo

Ma vo anotpamolv oL EKTETOMUEVEG aduvapies ota €Bvika Siktua Kwvntng tnAedwviag, ot
TIPOYPOUUATIOTEG Texvoloyiag Ba mpémel va eival Slaitepa mpoaoektikol otnv achaiela 5G.

Ol mdpoyol SIktuou Ba apXioouv va EMIKEVIPWVOVTAL OTI MPOOoTOoieg AoylopkoU ylo va
KoAUPouv Toug povadikolg KlvdUvoug Tou 5G. Oa XpeLOoTEL VO CUVEPYAOTOUV HE ETALPLEG
KuBepvoaodaAelag yla tnv avantuén AVoswv Kpumtoypadnong, mapakololBnong diktuou, Kot
TIOAAG GAAQL.

OL KATOOKEVAOTEG XPELAovTaL £va KIivNTPo yla va auENooUV TG MPOOTIABELEG EvioXuong TG
aodaleLag toug. H aoddrela 5G elval Tooo Loxupr 600 oL Tio aduvapoL kpikolL Tng. Qotooo, To
KOotog avamtuéng kot edapuoyns acdalolg texvoloyiag Oev TOpPAKLVEL OAOUC TOUG
KOTOOKEUQOTEG VA ETIKEVTPWOOUV atnv acdalela atov KuBepvoxwpo. AuTto LoyxVeL Ldlaitepa o
npoidvta xopnAwv npodlaypadwv, Omwe ta €Eumva poloyla (smartwatches) twv madlwy Kat
ol ptnveg €€umveg 0B0OvVeG yla Hwpd. Av oL KATaoKeUAOTEG AdBouv odEAN mou avilotabuilouv
TI¢ {nuieg Toug, pmopel va eival mBavoTtepo va eVIoXUOOUV TNV TPOCTOCIA TWV KATAVOAWTWY
TOUC.

Anateital eKMAibeUon TWV KOTAVAAWTIWY OXETIKA MUE TV aoPAAELQ TOU KUBEPVOXWPOU
KaOwg n peyain Stakupavon tng molotntag the acddalelag oto Aladiktuo onpaivel ot Ba
XPELXOTOUV TIPOTUTIA CRUavVonG ipoloviwy. Eneldn ot xproteg dev £xouv TPoOMo va yvwpilouv
gUKOAa OO0 aodpaAeis elval oL CUOKEUEG l0T, OL KATAOKEVUAOTEG EEUTVWYV TEXVOAOYLWY (OWG
apxloouv va AoyoSotouv PEow eVOG OUOTNUATOG ETIKETWY. H Opoomovdiakn KuBépvnon Twy
HMNA (FCC) BaBuoloyei GAAeg popdég padlopetddoong, £T0L N OVATITUGOOUEVN Oyopad TWV
ouokeuwv loT umnopel ouvtopa va cupnepndBel. Emiong, oL xproteg mpénel va dtddckovtal
TN onuacio tTng aobaAelog OAWY TwWV CUCKEUWV SLOSIKTUOU HE EVNLEPWOELG AOYLOULKOU.

OL mpoomdBeleg ya T PeAtiwon tng aocddAelag yivovralr mapdAAnAa HE TNV ApPXLKN
gykataotacn Ttou 5G. AAA eneldn) XpelolOMAOTE TPAYUOTIKA QAMOTEAECUOTA Yla Va
TEAELOTIOLOOUE TNV TIPOCTACiA, N epyacia Ba cuveylotel TOAU PETA TV avamtuén tou 5G.

Nw¢ Oa TPEMEL VAL MPOETOLUAOTELTE yLa TO 5G

To 5G elvat Alyo o pokpld amo 6, TL 0 VTOPOC UMOPEL va oag KAVeL va TIoTEPeTe, aAdd Ba
npEnel va elote mpostopaopévol. Na BeBatwbdeite 6oo o SuvaTov MePLOoOTEPO OTL EXETE TV
aodalela kal TNV mpootacio TG WOWWTIKAG oag (WG ota XEPLa 0OC XPNOLUOTIOLWVTAC TLC
0KOAoUBOeG AVoELG :

Eykatootiote pa Abon pootaoiog ano Lovg o OAEG TIG GUOKEVEG oag. AUTA Ta tpoiovta Oa
ooc BonBroouv va anotpePete T LOAUVON TWV CUCKEUWVY OOC.

Xpnotuomnoujote éva 6eatd WWTIKO Siktvo (VPN) yla va epmodioete Toug E€voug va €xouv
npdoBacn ota Sedopéva 0oC¢ XwpLg TNV ASELa 0AC KAL VA KATAOKOTIEVOUV TNV SLASIKTUAKH 00C
Sdpaotnplotnta.
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https://www.kaspersky.com/resource-center/preemptive-safety/secure-your-internet-device

Edapudote woxupn oopdAela KWSKOU TPOoBAcNnG. XPNOLUOTOLETE TAVTA KWOLKOUC
npooBaong otav eival SlaB€olpol Kol KAVIE TOUC OmmioTEUTa LoXupoUg. OL HOKPLEG
OUPBOAOCELPEG TWV TUXOLWY XapaKkThpwv Bewpolvtal ol KAAUTEPOL KwSLkol mpdafaong pe TV
€vdelfn - Suvarol. Befalwbeite 6Tl oupmeplhapPfavete kepaAaia, meld, cupBoAa Kal aplBpoUG.

EVNUEPWOTE TOUG TPOETUAEYUEVOUG KWOLKOUG TPOoPaonG Tou omicOou TUAMATOG TwV
TPOYPUUUATWY OE OAEG TG CUOKEVEG loT. AkoAouBnoTe TIg 06NnYleC TNG CUCKEUNG 0OG OXETLKA
HE TNV EVNUEPWON TWV TILOTOMOLACEWV Tou OTIA "Sloyelplotng/kKwdikog mpooPaong” twv
Hikpoedapuoywv cog. Mo va Ppeite autég tig mAnpodopieg, cUUPBOUAEUTEITE TA TEXVLKA
EYXELPLOLO TOU KATAOKEUAOTH 0ag I EMIKOWVWVAOTE aneuBeiag pali touc.

Awtnpriote OAeC¢ T OUOKEUEG loT  evnuepwpéveg HeE SopBwoelg aodaleiag.
MeptAapPpavovtal To KLvNTo aag TNAEPWVO, oL UTIOAOYLOTEG, OAEC OL £EUTIVEC OLKLOKEG OUOKEUEG,
OKOWN Kol To cloTNUa Puyaywylog ToU aUTOKIVATOU oac. Quunbeite, omoladnmote CUOKEUN
Tiou cuvdéetal oto dladiktuo, Bluetooth 1 dANo padiodpwvo Sedopévwy Ba TPEMEL va £XEL OAEG
TG TEAEUTALEG eVNUEPWOELS (edapuoyEg, firmware, OS, KAT.)
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Media

Mropelte va mapakoAouBroste Thv
ekbnAwon oto kavaAt tng EAEE oto
YouTube natwvrtag edw.

Ek6nAwon EAEE e O€pa:
“Cyber Insurance: Trends & Insights”

Podcast pe Oépa:

“Cyber Risks & Cyber Insurance - 06nyo¢ Mropelte va akoUoete To podcast
emBiwong oTo cUYXPOVO ETLXELPNUOTLKO TaTwvTag £6w.

nieptBaAiov”
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https://www.youtube.com/watch?v=gjSohcTDr1o
https://www.youtube.com/watch?v=wlql3__gcz8

Ekb00elg/Epeuveg/MeAETeG

Ermtorttikl AnAwon tng EIOPA oxetika pe t Staxeipion tg pn pntig (N aAAwwg
olwnnprc) €kBeong og Kvduvoug tov KuBepvoxwpou

311G 22 ZemtepPpiov 2022, n EIOPA dnpoocicuce Emomntikr) AAwon GXETIKA e Th Slaxelplon Tng
un pntng (n oAAlwe olwnnpng) €kBeong Twv aohaALOTIKWY ETIXEIPACEWY O KIVBUVOUG TOU
KuBepvoxwpou (BA. EykUkALo EAEE aptBp. 24239/2022).

Me tnv Emomntiki auth AnAwon, n EIOPA emibuwKeL Toug akolouBouc otoxoug:

= 1n SltachaAion TNG ULOBETNONG MO TLIG AOPAALOTIKES ETILXELPIOELG 0POWV TIPAKTLKWY YLOL TNV
avaAnyn kat dtaxeiplon Twv KvdUVWY Tou KUBEPVOXWPOU, LE GKOTIO TOV UETPLACHO TNG N
PNTAG (A aAALwC oLwmnNpnc) £KBECTC TOUC OTOUC KLVSUVOUG auToug,

" TNV KOBOLEPWON KOAWY EMOTTIKWVY TIPOKTLKWY OTOV TOMEN AUTO Kal

= tn SlaodAAion TN XPNUATOMLOTWTLKIG 0TaBepATNTAC, TG AKEPALOTNTOG TNG AYOPAS KOL TNG
MPOOTAGLOC TWV EMEVSUTWV.

H EIOPA avadepopevn sldikotepa oto mAaioclo (mepiexdopevo) / otdéxo e ARAwong,
gmonpaivel Ta g€nc:

" H guyvotnTa Kol n TMOAUTTAOKOTNTO TwWV TIEPLOTATIKWY OTOV KUBEPVOXWPO, WBlwg otov
XPNHUOTOTLOTWTLIKO TOHEQ aAAQ Kol 0 AAAOUG TOMEIG, £xouv auénBel onUAVTIKA KOTA TN
SldpKeEld TWV TeEAeUTAlWY €TWV, KOOWC OL OLKOVOULKEC KOl XPNUOTOOLKOVOULKEG
Spaoctnplotnteg €xouv YndlomoinBbei oe peydro Padbuo.

=" Hmuavénuia Covid-19 emuitdyuve onuavtikd tn petafaocn otnv Pndlomoinon, Ue anotéAeouo
n egaptnon amd TG Yndlakég UTOOOUEG va €xel odnynoeL TIC etalpleg, TIg
XPNOTOOLKOVOULKEG OVTOTNTEG KAl TOUG KATOVAAWTEG 0 ONO Kal peyoaAUutepn €kBeon oe
TLEPLOTATIKA IOV oXeTilovtal pe KvdUvouc tou KuBepvoywpou. Tautdxpova, avayvwpiletal
OTL n OAn autl ouvBnkn €xel amd tnv AA\n mAeupd Oetikn emidpacn oto eminedo
guaodntomoinong oAOKANPNG TNG KOWVWVIOC 0TOUG KIVEUVOUC TOU KUPBEPVOXWPOU.

= ErumA€ov, n eloBoln tng Pwoilag otnv Oukpavia Kal oL OLKOVOULKEG KOL XPNLOTOOLKOVOULKEG
KUPWOELG Tou €xouv emBaiel ta Kpdatn MéEAn tng Eupwnaikic Evwong wg amavtnon
dnuioupyolv éva meplBdllov aotabelag, omou evdEXETAL va cUPBOUV TEPLOTOTIKA TIOU
oxetilovral pe Tov KuBepvoxwpo. 2 auto To MAALoLo, n cuvdeon He To BEpa Twv edadikwv
QTITOKAELOUWV £ival MPWTOPXLKNG onpooiag Kal ol EBVIKEG emMOMTIKEC apxEC Ba TpEmel va
Staodalifouv otL oL mBavol avtioupBarrdpevol dev odnyolvtal o cUYXUCN OXETIKA UE
Bepellwdn Bépata, onwg eival prtpeg e€alpéocwv mou gudavilouv SLadopeTikd UpPOg,
otOX0, oTpaTNYLKA 1| ehappoyn.

" [la TouC OOQOACUEVOUC (ETILXELPNOEL, K.a.), N aocdaAloTIKN oayopd uUmopel va
Sladpapatiosl Baolkd pOAO OTOV HETPLOCUO TWV EMIMTTWOEWY AUTWV TwV KWWSUVWVY oTov
KUBEPVOXWPO KoL WG €K TOUTOU va SLEUKOAUVEL Tn HeTdfacn otnv PndLakrn olkovopia Kot
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VO LELWOEL TO KEVO Tipootaciag. H aodaiion Twv KvdUVWY oTov KUBEPVOXWPO AVOLEVETOL
va anodpEpel mpooBeta odEAN, MPpowBwvTag KAAEC TTPAKTLKEG Slaxeiplong Tou KvdUvou amno
TOoUuG aodpallopévoug Kol auEAvovTag TV eualobntomoincr Toug oTov KUBEPVOXWPO, EVW
KoL Ta a0 AALOTIKA TTPOIOVTA KATA TWV KLVSUVWY TOU KUBEPVOXWPOU GUVLOTOUV EVAV LLKPO,
OAAQ TAXEWG AVOTITUCOOUEVO TOUEN a0PAALONG OTNV TIAYKOOULA aodAALOTIKA ayopd. e
QUTO TO MAdiolo, n EIOPA avayvwpilel OTL ylo TOUG KOTOVOAWTEG KAl TLG ETILXELPNOELS TIOU
EMSLWKOUV va aUEAOOUV TNV aVBEKTLKOTNTA TOUG OTOV KUPBEPVOXWPO, N aohaAion Oa mpEmeL
va anotelel pépog g Abong. Qotdoo, n Slaxeiplon tou kKwwdlvou Ba mpemel eniong va
Eekva oto emninedo tng KABe ovtoTNTOC KAl OL ACHAALOTEG AVOLEVOUV QATTO TLG OVTOTNTEG VAl
evtonilouv Ta TPWTIA TOUG onuela kot va epoapudlouv oplopEVO Paclkd HETpA
KuBepvoaodalelag w¢ mpolnodbeon yla Thy ayopd aodAALOTIKWY TPOIOVIWY KATA TWV
KIvUVwV Tou KuPepvoxwpou, Tooo yla thv e€acddalion NG KATAAANANG 0OPAALOTIKAG
KaAuPnc, 600 Kal ylo TV KaAutepn dloxeiplon tng €kBeon g Toug otov Kivduvo.

= Je 0,1l adopd TNV £KBECN TwV AODAALCTIKWVY ETIXELPHOEWV amd TNV avaAnyn KivdUvwv Tou
KuBepvoxwpou, n EIOPA emionuaivel 0tL Ba MPEMEL va. UTTOKELVTAL O AQUEAVOUEVO EAEYYO,
Aoyw miBavwv Sipopoluevwy Opwv Kal TipolToBéoswv mou meplhappavovtal oe
aodailotripla cupBoAata Kal propei va adopolv KAAUPELS KLVOUVWY TOoU KUBEPVOXWPEOU.

= ESIkOTEPQ, TOVIZETAL OTL OTNV MPAYUATLKOTNTA, N £KOEC TWV ACPOALOTIKWVY ETIXELPOEWV
OTOUG KLVOUVOUC TOU KUPBEPVOXWPOU UTIOPEL va TIPOEPXETOL TOOO amo aodalloThipla
OUMBOAQLO 1] ELOLKEC €MEKTAOELG cuPBOAaiwv TOU KOAUTITOUV pnTA KWOUVOUG OToV
KuBepvoxwpo (affirmative cyber insurance policies or cyber endorsements), Adyw tou otL
OpLOMEVEG £€alpEOelg TOUC Wmopel va pnv eival cadelc, 600 kal amd aodpoAloThipla
oUPBOAaLa, ota omola n kaAuyn dev mephappavetal, oute OHWC Kal e€atpeitat pnta (non -
affirmative cyber exposure). ITIC TTEPUTTWOELG AUTEC, AV TipayatonolnOst éva cupBav otov
KuBepvoxwpo, autd Hmopel va odnynoel oe SuUVNTIKA ONUOVIIKEG KOL ONPOCSOKNTEC
OMWAELEG O OAOUG TOUG TOMELG Spactnplotntag, odnywvtag TeAlkd o XpovoBOpeg,
Sdamavnpég kot anpoPAenteg SIKaoTikEG SleveeLg.

" Eruonuaivetal emmA€ov OTL N apvnon MANPWUAC amolnuiwong o mepintwon apepatdtnrag
w¢ POoG TNV aodpaliotikn KGAudn Ba unopolios va 08nyrnosL o€ POKPOXPOVIEG SIKAOTIKEG
Olevé€elg mou Ba pmopoucav va PETAPPACTOUV, €(TE O ONUAVIIKEG ATIWAELEC Yla TOV
aodalloTikd KAGdo, €ite o€ amMWAELX gumIOTOCUVNG OO Toug oaodallopévous. H
afePaldtnTa we mpog to TL KaAumtetal Bo pnopouoe emiong va o8nynoeL o€ avavilotolyia
METAEL TWV MPOCSOKLWY TWV ACHOALCUEVWY OXETIKA UE TNV EKTILWHEVN KOAUYPN KOl TLG
TPAYMOTIKEG OUMOLNULWOELG ETA ATIO TIEPLOTATLKA OTOV KUBEPVOXWPO.

" Mapopoleg avnouxieg ekbpdalovral Kal avadopLka e TG KUBEpVOEMIBEDELG O epiMTWON
Tou Ba pumopoucav va XOPOKTNPLOTOUV W¢ MPAEn mMoAéuou, kabwg n afefaldtnTta oXETIKA
He T oupmepiAndn autol tou Kivduvou otnv acdaAlotiki kGAuPn eveExeTal va epmodioet
TNV aVAnTUén LoXUPWY, KOWWVIKA eMWdEAWV achOALOTIKWY OyopwV ylo TNV achaAlon
KLvSUVWV TOU KUPBEpVOXWPOU.
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= H EIOPA umoypappilel T€Aog OTL N SuokoAia otov evtomiopd NG ownneng (Un pntng)
£€kBeonc oTouC KIVEUVOUC TOU KUPBEpVOXWPOU eival éva {TnNUa IOV aMALTel LeyaAn mpoaooyn
TOO0O Ao TLG ACPAALOTIKEG ETILXELPIOELG OCO KL ATIO TIG APUOSLEG ETOTTIKEG APXEG.

Y€ 0,TL adopd TIC EMONMTIKEG MPoadokieg, n EIOPA sotialel ota €€AG :

®  JUVLOTA OTLG APHOSLEG EBVIKEG EMOTTIKEG APXEC VO ADLEPWVOUV HEYAAUTEPN TTPOCOXT OTNV
enonteia TNG avaAnPng KwdUvwv TOou KuPBepvoxwpou amd Ti§ (avt)achaAloTIKEG
eTXEPROELG. 18laitepn mpoooxn Ba mpémel va §00el oTIG (avT)aohOALOTIKEG ETLXELPNOELG
TIoU Mmopel va elval onpovtika ekTeBeLéveg otov Kivéuvo Tng olwmnpnig KAAuyng twy
KLvSUVWV oTov KuBepvoxwpo, KaBwg Kol oe 60eg Sgv £XOUV AKOUN avartUEeL oxESLO yLo TOV
EVIOTUOMO Kal tn Slaxelplon g olwmnpng €kBeorng Toug o auToUg Toug KvdUvoug,
nepAappavouévwy €EQTOULKEUUEVWY EKTIUNOEWYV OXETIKA UE TIG LOLAUTEPOTNTEG TWV
TOAAOMAWY KAASWV 8pacTnpLomoinong Kal Twv MPolovVIwY mou emnnpedlovral.

= ESikoTEPQ, AapPBavovtag urmtoPn TG MPOKANCELS yla T xapaén gubesiag ypouung Hetay
pntol Kal cwwnnpol Kwduvou, n EIOPA cuvioTd va EEKIVAOEL EMOTMTIKOG SLAAOYOG LE TLG
(0vT)oOALOTIKEG ETXELPNOELG KAL VA AKOAOUBNOEL Lol TILO OALOTLKN Kol Baclouévn oTtov
Kivbuvo mpoogyylon otnv enonteia Aapfavovtog urton TOUAGXLOTOV T AKOAOUBEC TTTUXEC:

—  Awpopdwon oTPATNYLKAG A0 TAVW TPOG TA KATw (top-down strategy) kau
Ka@opLopog tng SudBsong/smbupiag (appetite) twv (ovt)acpaAloTIKWV EMXELPROEWV
OXETLKA KLE TNV avAAnYPn KvdUVwV Tou KuBepvoxwpou. ELdikotepa:

OL €BVIKEG EMOTTIKEG apXEG Ba mpéEmel, otav eival ouolwdeg, va dtaodaiilouv OTL N
avaAndn kwduvwv Tou KuPBepvoxwpou MEPNAUPBAVETAL WG PAOLKO KOL CUYKEKPLUEVO
oToLXel0 TNG GUVOALKAG OTPOTNYLKNG TNG EMLXEIPNONG, N omoia Ba mpémel va mepLEXeL
OUYKEKPLUEVEG EKTLUNOEL OXETIKA HE TN SLdBeon TG emxeipnong ywa tnv avainyn
TETOLWV KWYOUVWV, TOOO OE TIOLOTIKO 000 KOl OE TIOOOTLKO eTtinedo.

To 0puOSlO TPOCWTIKO TNG EMXEPNONG, OCUUTEPINAUBOVOUEVWY TWV HEAWV TNG
Avwtatng Aloiknong, Ba mpémnel va yvwpilouv eMapkwg Toug KvdUvouc TG CLWINPNG
£€kBeonc oe KWwSUVOUC Tou KuPBepvoxwpou, aAAd Kal TG PNTAC avaAndng TETolwv
KLvSUVWY, oKOUN KoL o Ttepimtwon xpnowlomnoinong tpitwv os Stadikacieg avalndng
yla TLG omoleg n enuyeipnon diatnpel tnv teAikr eubuvn.

OL €0VIKEC eMOTTIKEC apxEC Oa TpEmel enumAéov va Staodalilouvv — pe tv emipLAatn
™G Tmpoogyyong Pdost kwdvvou — OTL oL (avto)oodaAlOTIKEG  ETLXELPHOELS
guBuypappuilovral, mapakoAouBoUv Kal Tpocapolouv TAKTIKA TNV TILOAOYNoN Kal Ta
kebdAald TOUG Ot Ox€on ME TN OUVOAK €kBeor Toug oTtoug KwdUVoug Tou
KuBepvoxwpou, mpokelévou va sfoodaliletal n ocuppopdpwon pe thv Swabeson/
erBupia tng emiyeipnong oe 0,tL adopd TNV avaAnPn TETOLWV KLVSUVWV.

Yo 1o Tiplopa auTo, oL BVIKEG EMOTITIKEG OPXEG CUVLOTOUV OTLC ETILXELPAOELG TTOU Sev
£€xouv akoupn epmAokel otn Swadkooia evtomwopol NG TOOVAC avAykng yla
avaBewpnon Twv 6pwVv KoL TPoUNMoBEcewWV TwV AoPOALOTIKWY CUUPBACEWY TOUC OXETIKA
pe tnv kaAuvyn/ ékBeor) tougc otov Kivbuvo tou KuBepvoxwpou, va kabopicouv
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OUVKEKPLUEVO OXESLo Kat Sdladlkaoieg yla va to mpdfouv, cuunepapuBavopuevng tng
ULOBETNONG OTPATNYLKAG avadOopLKA UE TNV EyKalpn KAl PE cadrVeLa EMLKOWVWVIA UE
TOUG AVTLOUUPBAANOUEVOUC OXETLKA LE TNV EKTACN TNS KAAUYPAG TOUG, LBlwg og Tteplnmtwon
oavaBewpnong Twv 0pwv Kat mpolinoBécswv Twv cupBacswv. H cbotacn auth adopa
KOTA TIPOTEPALOTNTA TIC TIEPUITWOEL, OlWMNPNAG €kBeong otov kivduvo Tou
KuBepvoxwpou, He TNV polindBeon OTL oL pnTEG aodalloTiKEG KAAUELS £xouv AdPeL
S6€OVTWG UTOYN QUTEG TLG TTTUXEG.

— Avayvwplon Kol pETpnon tng €k0eon¢ oe KvdUVOUG TOU KUBEPVOXWPOU QMO TIG
(avt)aodaAilotikég emxelpNoeLg, 6iwg oe O0,tL adopd tn Slaxeiplon TG oLWMNPAG
€KkBegong otoug ev AOyw KwvSUVOUG, LE OKOMO TNV £GOPUOYH UYLWV TIPAKTLKWVY
avaAnyng Twv KvdUVwv Tou KUBEpVOXWPOU.

OL €BVIKEG eMOTTIKEC apXEC Ba mpemel va Staodpoaiilouv OtL ol (ovt)acdaALOTIKEG
ETIYELPNOELG — oL oToleg Ba mpémel va SlabEtouv emapkeic TOPOUC KAl EMLOTNUOVLKEC
YVWOELC yla va uTtootnpiouv tTnv avaBewpnon Twv 0pwv Kal TPoUToOEcE WY OXETIKA UE
TI¢ KoAUPelg otov KuBepvoxwpo — evtomilouv, Slaxelpilovtal kol mapakoAouBolv
gykalpa TNV £kBeon toug oe pun pntn kaluyn kwdlvou Tou KUPBEPVOXWPOU Kol
epapuolouv LYLEIG TPAKTLKEG avaAnP N KvdUVWV Tou KUPBEPVOXWPOU TTIOU cUVASOUV UE
TN GUVOALKN ETIXELPNLOTLIKI) OTPATNYLKA TTou opilel n Avwtatn Aloiknon tng emixeipnong.

OL €OVIKEG EMOMTIKEG apXEC Oa TIPETEL EMUTAEOV VO OUGTACOUV OTLC ETILXELPNOELC VA
apLlEpWOOUV TNV ATAPAITNTN TTPOCOX!) OTLG OPASOCLOKES EEALPECELG TOU TTIOAEUOU Kall
¢ Ttpopokpatiag, kabwg evdééxetal va pnv AapBdavouv umoyn tnv Yndlokn
TIPAYHOTIKOTNTA KO, EMOUEVWG, VA 08NnyoLV og afeBaldotnta Kal aoadeLa OXETIKA UE TLG
apeXOUEVES KAAUELG.

To amoTtéAeoua aUTNG TNG AoKnong Ba mpEnel va 0dNynoeL o€ 0pouG Kal TPoUnoBEoelg
mou elval cadeic kot amhol kat evBuypappilovtal He TN CUVOALIKY OTPOTNYLKN TNC
enyelpnong kat tnv embupia tng ya avaAnyn Kwduvwv oTov KUuBEPVOXWPOo, EVW
TOUTOXPOVO Ol TIAPEXOMEVEG Uumnpeoieg /mpoidvta Ba €xouv afla ywo Ttov
ovtloupBaAAGpeVo Aappavovtog umton TNV EKACTOTE ayopd oTOXO.

— Alaxeiplon Kol METPLACHOG TOU KWOUVOU CUGCWPEUCHG TOU OXETI(eTaL ME TRV
avaAnyn KwSUVWwV TOU KUBEPVOXWPOU, CUMUMEPIAAUBOVOUEVNG TNG OTPATNYLKAG
avracddaAiong.

OL €0vikég emomTIKEG apxec Ba mpémel va Staodalifouv OtL ol (avt)aodoAloTIKES
ETIXELPNOELC £XOUV OAOKANPWUEVN KOTAVONGCN TWV TLOAVWVY CEVAPLWY OXETIKA LE TN KN
pntn ékBeon otov Kivbuvo Tou KuBepvoxwpou, HECW ToU cUVEUAGCHOU TOOO TTOCOTLKWY
000 KOL TIOLOTLKWY OELOAOYNOEWV KAl EMUTALOV OTL EKTIHOUV Kol Slaxelpilovtol tnv
avtiotolyn €kBeon toug, Aappavovrag untoyn tov Kivbuvo cucowpeuonc. Xto TAaiolo
QUTO, TtapEXeTOL €LSIK oUOTACN YLA TIG AODAALOTIKEG ETUXELPNROELS VO a§LoAoyoUV TN
Suvatotnta xpHong npoloviwv aviachaAiong pe eBIKA XOpOKTNPLOTIKA, Ta omoia Oa
TPETEL VA UITOPOUV va KAAUTITOUV TNV £KkBeon o pnToUg Kol GLWmnpoUlg KvdUvVoug Tou
KuBepvoxwpou. Eival emiong onpavtiko va mapakoAouBeital n Stabecipotnta TETOLWV
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npolovtwy avtaopdAlong Kal vo yivetol SLaAoyog UE TOUuG ovTtoopOALOTEG yLO. TOV
EVIOTILOMO TIOAVWV KEVWV.

JuviloTaTal TEAOG OTLG €OVIKEC EMOMTIKEG apXEG va Staodalilouv OTL oL EMIYXELPNOELC
urntootnpilouv tn Asttoupytkn Slaxeiplon Twv KWOUVWV OTov KUBEpVOXWPO ETLTTAEOV
HECW KAl TNG €KTIHNONG TWV OUVOAIKWVY avaykwv GePeyyuotnTag TNG emiyxeipnong
(apBpo 45 napaypadog 1 otolxeio a) tou Solvency ).

Tnv Emomntiky AjAwon tng EIOPA, kaBwg Kal Ta oUVOSEUTIKA AUTAG KElpeva, pmopeite va
gVIOTioeTE 6W.

‘Ek@eon FERMA3: Nwg n Eupwnn pnopei va kaBodnyficet mpog tn Blwotpdtnta otov
KuBepvoxwpo

JT0 Keipevo mou akodovVeil mapouatalovrol o eAsUdepn armodoan kat otnv EAAnVIKN YAwooo
ta Baoika onueio tng ExkGeancg tne FERMA Le titAo “HOW EUROPE CAN LEAD THE WAY TO CYBER
RESILIENCE”. Tnv Ex8con tn¢ FERMA umnopeite va beite €6w.

Nepypadr TG KATACTOONG KOL GKOTLOG TG €KOEONG

Jtn onuepwn Yndlakrn olkovopia, oL emiBécel KuPepvoxwpou amoteAolV Slapkn Kot
g€ehlooOpevn amelln yla TIC EMIXELPAOELG OAwV TWV 16wV Kal peyebwv. H amoteheopatikn
Slaxeiplon KwwdUVWVY KuBepvoxwpou eival pLo ONUOVTLIKA EMLXELPNOLAKN TPOKTIKA. Elvat
OUUTANPWHATLKA 0TNV aodAALon KUBEPVOXWPOU Kal AVTLOTPOdWC, OTIWE yLa TapddeLlya ivat
ta sprinklers otnv aoddiion neplovoiag.

H aodalion KwwéUvwv KUBEpVOXWPOU amoTeAEL LE TN OELPA TNG £VA ONUOVTLIKO EPYOAELO OTN
Slaxeipion ™G petadopd¢ pEPOUC OUTOU TOU KLWWOUVOU. ATOTEAECUOTIKA KOl TIPOOLTA
OLKOVOULKA aoPaALoTIKA TtpoidvTa KvSUVWY KuPepvoxwpou sival {WTIKAC onuacilog yla va
Slaodaliotel OTL ol EUupwmnaikeg eMLXELPNOELS UTOPOUV VA avTtammokplBouv GUECA O QUTH TN
petaBal\opevn €kBeon o kwdUvoug kol va SlaodaAloTel OTL N olKovopia sival uyLtig Kot

Bwwotpn.

H mapovoa €kBeon pe Ofua MQX H EYPQMH MMOPEI NA KAGOAHIHZEI MPOX THN
BIQZIMOTHTA XTON KYBEPNOXQPO eival TO QmOTEAECUO HULAG TIAVEUPWITOLKAC avTAANayng
anoPewv OAWV Twv evLOdPEPOUEVWY LEPWY, YLO TIC TIPOKANOELG TTOU QVTLLETWITI(oUV OAoL oL
OUMUETEXOVTEG OTNV aAucida aodaAlong KvSUVwY KUBepVoXWPOU Kal va oulntrioouv AUOELG,
n omoia é\afe xwpa to 2023 oto mAaiolo TNC cuvavtnong tng Opoomovdiog Eupwmatkwv
Opyaviopwv ywa tn Aloxelpion Kwdivwv (Federation of European Risk Management
Associations -FERMA).

3 H FERMA (Federation of European Risk Management Associations) eivait n Eupwnaikri Opoomovéia twv
Juvbéauwv Ztedeywv Alaxeiptong Kivduvwy Kol amoTeAel ToV aVTUTPOCWITEUTIKO OPYAVIOUO OAWV TwV
edvikwy ouvbeouwy otedeywv Alaxeiptonc Kivduvwv otnv Evpwnr.
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file:///C:/Users/gkoika/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/NA9NF06W/Supervisory%20statement%20on%20the%20management%20of%20non-affirmative%20cyber%20exposures%20|%20Eiopa%20(europa.eu)
https://www.ferma.eu/app/uploads/2023/06/Cyber-Insurance-Dialogue-Report.pdf

H FERMA motevel 0Tt Ba mpenel va kaBlepwbel pia etnola debvrng ouvavinon uvdniou
erunédou pe BEpa TNV cuPOAN TG aodAaAlong KLvSUVWV KUPBepVOXWPOU TN BLWOLLOTNTA TWV
ETUXEPNOEWY, otnv oroia Ba AapPdavouv pEPOg OMoL oL Paotkol evdladepoduevol,
oupnep\appavouévwy aopoAlotwy Kol aviacpaAlotwy, achaAloTikwyv Slapecolofntwy,
ETUXELPNOEWV Kol SnUoclwy apxwv. O oKOTOE TNE cUVAVTNONG Ba TIPETEL va elval N avamTuén
Slaloyou avadoplkd pe miBaveg AVOELS ) LETpO eEAayLloTomolnong Tou Kivduvou.

OL kivbuvol kuBepvoxwpou eival pla avemBuuNTn MapevEPYELA TNG Taxelag Yndlomoinong n
omoila €xel woehnoetl kot SteukoAUvel tnv Eupwraikr olkovouia ta teheutaia xpovia. Ot
EMOEOELG KUPBEPVOXWPOU lval pLat CUVEXNG Kal EEEALOCOEVN ATIELAN TIOU UTTOPEL va KATAAREEL
OE TIEPLOTATIKA LE OAO KaL TILO aunuévn MOAUTTAOKOTNTA, KABWC oL eTITIOEUEVOL €EAlOCOUV TIC
TEXVIKEG Touc. Etol ta epyaleia mpootaciag ota omola otnpilovial KATIOLEC EMLXELPHOELS
yivovtal AlyOTEPO ATIOTEAECUOTIKA LE TOV KALPO, EAQV S€V UTTAPXEL SLOPKNAG ETTEVOUaN.

H LkavoTnTa TWV EMLXEIPAOEWY, LEYAAWVY KOl ULKPWYV, VO TIPOCOPUOTOVTaL KAl VO artokpoUouV
QUTEG TIC AMEIAEC elval KploLpn yLa TNV olkovopia kot tnv Kowvwvia. Kat epocov n €kBeon otoug
KlvSUvoug €xel au€nBei, £xouv auénBel kal oL eAdyLoteg MPoUTIOBE0ELG TTOU AMALTOUVTAL ATTO TIG
00paALOTIKEG €Talpiec Tpokeluévou va petadepBel o kivduvocg. T TOANEG etalpieg n
afefalotnta yupw amod tnv mbavotnta Kal To onotéAecpa evog Kataotpodlkol oevapiou
Snuioupyel mepattépw MPokANoEeLg, aAAA TO 610 cupBaivel Kot PE TNV AoPAALOTIK ayopd.

MNpoodata avékupav dvo peydra Intuata mpog oculntnon otnv aohaAloTIKN oyopd amd
TPOoUNBOeUTEG Kal ayopaoTéG : 1. O mOAepog KuBepvoxwpou Kat 2. H SuvnTikd cuotnutkn ¢uon
TWV KW&UVWV KU BEpvoxwpou.

Ta Swadopa evlladepopeva UEPN TIOU CUMMETEIYOV 0 auTO Tov SLdAoyo, Kol Ta omoia
TPOEPXOVTAL Ao TO XWPo Twv aodalicewv, avtachaAioswv, peotteiog acdaAicswv kat
opadwv Slaxelplong Kivduvou, ToTEUOUV OTL TPEMEL VA UTIAPEEL CUVEPYOOLA TIPOKELEVOU N
aoaALOTIK) ayopd VO UITOPECEL VA TPOOEYYLOEL Kol {UYIOEL T QUTAUATO 0OPOALOTLKNAG
KAAuYP NG Twv peyaAwv corporate ayopaotwy. OLAUCELG TPETEL VOL AVTOVAKAOUV Ta U EpovTa
KOl TWV TIPOUNBEUTWVY KAl TWV AyopaoTWY TIPOKELUEVOU va SnpLoupynBel LLa LooppOTNUEVN
Kal Blwotun ayopda.

Ot evbladepopevol tovilouv Tn Baotki avaykn va culntndolv Tuxov Keva otnv KaAudin, €tol
woTte va ghaylotonolnBouyv Ta anoteAéopata plag eMiBeon Kal ol XpNILATOOLKOVOULKEG TOUG
OUVETIELEG OoTNV Eupwmaikn olkovouia kot kowwvia. EmmA£oy, yla va TEETUXEL N WBLWTLKA ayopd
MWANONG aohaALOTIKWV TIPOIOVTWY KAALPNG KwwdUvwy KuBepvoxwpou Ba mpeémel va eival
€AKUOTLKN OTNV MpocgéAkuon kepahaiwv ou Ba nBelav va emevdloouy oe AuToOV Tov Kivouvo.

Ta evéladepopeva pépn avayvwploayv otL n cuumpagn dnudctou Kat LSLWTKOU TopEa Umopel
va gival pakpompoBbeopa avoykaio yo tn Slaxeiplon Kot HeTadpopd CUOTNUKWY KWWEUVWV
KuBepvoxwpou. Miotelouv OTL pla Buwolun aodaAloTik ayopd KwdUVwVY KuPepvoxwpou
UTopel va yivel edkt) HOVO PEOW TNG QTMOTEAEOMOTIKNG ouvepyaociog petafld umevBuvwy
Slayxeiplong kvduvwy, urtelBuvwy aodpaliong, aodpalloTikwy StapecohaBnTwy, aoPoALOTIKWY
KOl AvTAOHAALOTIKWY ETOULPLWV KAL SNUOCLWV opXWV.

Avayvwpion Kot tpoAnyn
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H avayvwplon kat n mpoAnyn kvduvwv eival to mpwto PrApa yla va olkodounBbei eupltepn
KuBepvoaodalela kot Buooln Kotdotaon. FEVIKA, Ol PEYAAEG corporate ETUXELPNOELG
ULoBEeTOUV SLadOPETIKN TTPOTEYYLON avadOPLKA UE TNV AVILUETWTILON KWVSUVWV KUBepvoxwpou
oo TI¢ kpopeoaieg (SMEs).

OL peyaAeg emuxelpnoelg ouvnOwg SLaBETouv peyaAlTepn EUMElpia OTNV avayvwpLlon Kot
MPOANYN aUTWV Twv KvdUvwy, Kal £1¢ BAB0¢ aAAd Kal ECWTEPLKA EVIOC TOU opyaviopoU (in
house).

Ol ULIKPOUEDALEG ETUXELPAOELS AVILOETWE ouXVA £XOUV XapnAotepo eminedo emiyvwong twv
KIvSUvVwV KuBepvoxwpou, Alyotepa PETa avayvwplong Kol mpoAndng kat mbovov AlyOTepPEG
duvatotnteg va emevéuoouv. MepLkéG GOPEG T TOPATAVW ElvaLl ATTOTEAECHA TNG AVTIANYAG
TOUG OTL QVTLUETWTT{OUV ALYOTEPEC ATIEINEG.

Ot peyaleg Corporate Ba mpémel ouvexwg va Bplokouv Tpomoug BeATiwong TNS avayvwpLong
Kot TpOANYNG, LE QMOTEAEGHA TNV TTOCOTLKOTIOINON TOU KlvSUvou Kal tnv afloAdynaor tou. H
enévduaon otnv mpoAnyn Ba ktioel Tn PlwolpdtnTa TG etatpiag, arld snuthéov Ba v KAVEL
1o eUkoAa aodaliolun. EmumAéov mpog auth TV katelBuvon Ba BonBouoe n eknaidevon otn
SlaXElPLON KPLOEWV KOL OXETLKA TIPWTOKOAAQL.

JTIG pKpopeoaieg SMEs umdpxel akOun ouxva ENewpn eniyvwong, mapd to yeyovog OTL To
HEYEDOG Toug Sev TIG KaBLoTd ampooBAnTeg otTig amnelhég KuBepvoxwpou, LaAAov To avtiBeto.
JuvnNBwg e€apTwvTaL Ao Evay TEPLOPLOUEVO apLBUO TPopNBeuTwV Kal EPpapUOYwWY TOUC, OTIOTE
8ev €xouv Tov EAeyX0 OE QUTEC.

H aodaiiotikny Sleiobuon PeTafl TWV UKPOUECAIWY ETULXELPHOEWY €lval aKOUN EEQLPETIKA
XaunAn. M épeuva otn FaAAia €6eée OTL povo to 3% elval aoPAAOUEVES, EVW €pEuvVA TNG
Munich Re avébelfe OtL HOvo TO 14% TwV UIKPOUECALWV ETUXELPHOEWY TIAYKOOUIWG E€XEL
aodaliotel.

Ol UIKpOUEDALEG E€TUXELPNOELS €Xouv Teplypadel amoé tnv Eupwmaiky Emtpomn wg n
«POXOKOKKAALA» TNG Eupwraikng Olkovopiag. Autr n pepida mpémel va yivel Blwotun amévavtl
oTLG KuBepvoarmnehég. Elval amodekto OTL ouxva dev Umopolv va SLaBEG0UV TA OLKOVORLKA Kot
AaA\a péoa mpoc auth TtV KateuBuvon. Opwg Ta Teheutaia Xpovia, ol 0odpalloTIKEG TaLpleG Ot
ouvepyooia pe etalpieg mMANpodoplkig Kat insurtechs €xouv dnuloupyrosl mpoidvto Kot
KOLVOTOWLEG TtoU Ba pmopouoav va UTIooTNPLEOUV TIG UIKPOUECALES ETIXELPNOELS OTN Sladpoprn)
TOUG TIPOC TNV PBLWOLUOTNTA KOl QVTLUETWILON TwV KvdUvwv KuPepvoywpou. EmutAéov Ba
BonBoloe edv oL EMIXELPNOELC QUTEG uloBetoUOAV KOTOLEG PBOOIKEG TIPAKTLKEG YLOL TNV
QVTLUETWITLON TWV KWvdUVWY Tou mapAdAAnAa Ba SleukOAuve Kal TNV aopAALlon Toug. e auth
v katevBuvon Ba prmopoloav va CUVEPYROTOUV e A0POALOTIKEC ETALPLEG, LE TNV UTTOOTAPLEN
KOLL CUVSPOUN TWV EVPWTTALKWY APXWV KL OPYOAVIOUWY, WOTE va ULoBeTnB0oUV KATOLEC BAOLKEG
TIPAKTLKEG, avaAoyad Ue To PEyeBog kal Tn SpaoctnploTnTA ToUu .

AvaAnyn kwwdOvou/underwriting
ATO TN OTLYWI TIOU Ol €TOLPLEG €XoUV MpoaoTacia yla Toug KivdUvoug KuBepvoxwpou, sival os

B€on va umopouv va LETadEPOUV HEPOG TOU KLVSUVOU TIOU QTTOUEVEL OTNV 0P OALOTLK ayopd.
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H aopaAion kivdUvwy KuBepvoxwpou eival kalvolpla o€ oxéon e aAAouc kKAadoucg aodaAlong.
Elvat onuavtikd vo culéyovtal cuveéxela Sedopéva Kol va €xoupe umoyn pog OTL h
povtehonoinon kal n Staxeiplon tng €kBeong otoug kwvduvoug dev eival otatikr). Autog o
kAadog aoddaliong amaltel duvapikny aglohoynon wote va AapBavetal kabs ¢popd umodn n
oAAayn Kat n €€EAEN tng duoNg TNG aMelANG, KAl vo UTIAPXEL KOAUTEPN avTiAnyn ylo ™
OUCOWPEUOH TWV KWWdUVWVY. EMouEVwe 0 SLEAOYOG LETALY TWV LEPWV TPETEL vVl ival SLapKNG
KOLL OUOLOOTLKOG.

Ta mponyoUpeva Xpovia SnpLoupynBnkav KAmoLla epwWTNUAToAOYLd / TPOTACELC aodAALoONG yLa
va xpnolwpomnownBouv otlg Stadikacieg afloAdynong kat avaAndng tou KwdUvou amod Tig
00paALOTIKEG eTaLlpleg. OpwG eival amapaitnto otoug acdaAlOTEC v TPOCAPUOIOUV SLAPKWE
T EPWTNOELC WOTE va akoAouBoUv TIg efelifelc otic ameléc. AuTd Ta EPWTNUOTOAOYLA
BonBouv aodaALloTEG Kal avTAOPAALOTEG VO CUYKEVIPWOOUV TILO CUYKEKPLUEVA KAl CUYKPLoLUOL
oTolXEla yla toug KvSUvVoug KUPBEPVOXWPOU, WOTE VO TOuG afLOAOYoOUV Kol QmoteAoUV
ONUOVTLKOTATO EpYAAEia Lo TNV LKAVOTNTA TOUG VO TOUG aodaiicouv.

Oa Ntav eunpocdekto £av ta dtadopa HEPn UopoUlV va EPYACTOUV TTPOG TNV KateBuvon
Snuioupylog VoG KOVOU OET BAOLKWV EPWTNHATOAOYIWV.

EUpog acdaAloTikAG KAAUYNG

To TU KOAUTITETOL KOl TL OXL KOL O EVIOMIOUOC TUXOV KEVWV oTtnv KAAuYyn, €ivol ta 7o
ouvnBlopéva Bgpata otic oulntoelg ya thv acdpaiion Kivduvwv KuBepvoxwpou. Elvat oAl
ONUOVTLKO yLa OAOUG TOUC EUITAEKOEVOUC Va UTtApXeL Stadavela Kal Befatotnta.

Amo 1o 2018 o SLdAoyog otnv Kowotnta acdallotwy Kal uTeUBuvwy Slaxeiplong Kvduvwy
aveédelte mpoPAnUATIONO Yyl dU0 onuovtika Bfpata  KGAupng, HeTtafl AMwv, Kol
OUYKEKPLUEVA YLOL TOV TTOAEHO KOl TOV GUCTNHLKO Kivduvo. To KA£LSL yla to avwTépw sival n
Tubavr cucowpeuaor. OLETUXELPNOELG TTOU ETLOUMOUV va aodaALloToUV TPEMEL vaL YWwpPL{ouv v
elval KOAUPPEVEC YLa Toug KvdUuvoug Ttou avtipetwriouv. Ta dUo autd BEpata anattouv T
ouvepyooia OAWV TWV EUTAEKOUEVWV Yyl va BpeBolv Aboelc. Mia cuvepyaoia WBLWTIKOU —
Snuoolov topéa Ba rATav €vag TPOTOC QVILETWIILONAC TOUG KOl OUTO QVIUTPOCWTIEUEL [La
gukatpia yla tnv Eupwnn va yivel TaykOopLOG NYETNG OE AUTH TNV IEPLOXA.

O e€atpéoelc avadoplkd pe Tov MOAEUO sival ouyveg os aodailotrpla KaAAudng Kwsuvwv
KuBepvoxwpou. Qotdoo, TMOANEC eMXeELPNOELS €akoAouBouv va TILoTEUOUV OTL amalteital
TIEPALTEPW TIPOCOPUOYN TWV UPLOTAUEVWY EEQLPECEWY OTOUC KLYSUVOUG KUBepvoxwpou. Ano
™V GAAN TAEUPA, oL TTaPASOOLOKES e€alpEoelg TIOAEUOU TToU TipoPAEmovTal o acdoliotrpla
OAwv kKAadwv mou dev adopouv otnv achaiion KuBepvoxwpou Sev eival KATAAANAEG Kol
EVOEXETAL VA NV OVTLLETWITI(OUV EMAPKWE TNV €KOEON OTOUG KIVEUVOUC TOU KUBEPVOXWPOU.

Y& qUTO To MAQCLO, oL e€aLPEOELC TTOAEUOU TTOU €ival KAtG@AANAEG yLa tnv (avt)acddiion otov
KUBEPVOXWPO TIPETIEL VA OVTLKATOTTPL{OUV T CUUDEPOVTA TOCO TOU oPAALGUEVOU OCO KAL TOU
(avt)aodoaliotr, amotpénoviag Tov aveEEAEYKTO KivOuvo CUCCWPEUONG YLat TIC A0DAALOTLKEG
ETUXEIPNOEL,, eVWw TouTOoxpova Bo mpémet va AapPdvetat uvnmdPn to ocupdépov TOU
aodallopévou va elval €MOPKWG TPOOTOTEUMEVOC Ot Tepimtwon kuPepvoeniBeong. To
OUYKEKPLUEVO lval B£pa peydlou evdladépovtog kat oulrtnong.
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H povtelonoinon mbavol cuotnUKoU KwdUVoU otnv aodaAloTiKr oyopd amooXoAel Tig
PUBLLOTIKEG apXEC TTAYKOOUIWG. YdpXel avavouevn avnouyia otL n Yndlomoinon kot uPnAn
OUVOECLUOTNTO QUTAG TNC EMOXAG AUEAVEL SPAUATIKA TNV TBavVOTNTO VO KATOOTPOPLKOU
YEYOVOTOG KUBEPVOXWPOU, TIOU Ba £XEL TTAYKOOLO OLKOVOLLKO OVTIKTUTIO.

Mo TNV EMLTUXA OVTLLETWITLON TOU CUCTNULKOU piokou XpeldleTal N cUUBOAN TwV 0pXWV TOU
SNUOcLoU TopEa, aAAA Kal TNG LOLWTIKAG aohOALOTIKAG ayopAg KOl TWV EKMPOCWNWY TWV
ETILXELPNOEWV.

EvaAAakTikol pnxaviopoli yia petadopd Kivdvwv KuBepvoxwpou

Karmoleg peyaleg corporate eniyelprosig e€etalouv tn AVon tng a.odaAiong péow captive. ANAEG
nou PBplokouv SUokoAo va umoAoyioouv tov Kivbuvo kal Ta kedpdAala mou xpeldlovtal,
npoomnabolv va Bpouv AUon HEOw evO¢ AAANAQOPAALOTIKOU OpYOVIOUOU OMOKAELOTIKA yLa
KlvSUvoug KuBepvoxwpou.

Opwg, n Slakpdtnon KwdUVoU TTOU CUVETAYETOL O HNXOVIOMOC Tou captive, mBavov va punv
elval ep KT yLo TIOANEG UIKPOTEPEC ETILXELPNOELG KOL ATALTEL XELPLOHOUG SLaxeiplong plokou mou
UTIOPEL va NV lval TPOooLTEG o€ OAOUC.

Yrapyxouv KAmowol acPaAloTEg mou e€eTAlOUV €va TIOPAUETPLKO cVOTNUO aodAALoNC OOV N
kKaAun Ba mpoodlopiletal amnod to €idog tou KvdUvou Kal oxL ard to Uog tou kedaAaiou.

0co n povtehomoinon kKal n molotnta Twv Sedopévwy BeAtiwvetal, avtacPpaAloTtEG Kal
evoAAokTkol xpnuotodoteg / emevduteg, Ba ei€ouv peyalitepo evdladEpov va Staxelplotolv
OUTA TAL KEVAL.

Antauttoetg/ ool WOELG

210 MEPLOTATLKA KUBEPVOXWPOU UTIAPXEL ULKPOTEPO LOTOPLKO OE CXECH HE TOUG TAPAS0CLOKOUG
KAGSouc aopaiiong, OmwC yLa apadelypa otov KAASo meplouciag. Auto onpalvel OTL UTTAPXEL
Alyotepn yvwon Kot dedopéva. H umelpia Kot n yvwon mou amoktatal amno tn Babd avdiuon
Twv {Nwv Ba BonBrost kat o dAoug Topeis TnG Stadlkaoiag, Omwg n avayvwpLon, n TpoAndn
kat n afloAoynon / avainydn tou Kwvduvou.

Elval onpavtikd yla OAeG TLG ETUXELPNOELG AVEEQPTATWE MEYEBOUG, va €XOUV €va AETITOUEPEG
OXE6L0 QVTIUETWITLONG TIEPLOTATIKOU, TIPLV CUMPBEL €éva TETolo TieploTatikd. To ox€dlo Ba mpémet
va Tpoodlopilel ta BApata oe MeEpMTWon Hlag KuPepvoemiBeong Kol TO TPWTOKOANO
ETKOWVWVIAC.

OL xdkepg mou emutiBevrol polpdalovrol mMANPodopieg EVTOS TNG KOWOTNTAG TOUG, £TOL WOTE VA
glval Mo emtuxnuévec ol emBéoelg Toug. Emopévwg to va pabsvovral ot mAnpodopisg Kat
0TOUC SIKOUG OG XWPOUC VLA TO TIWE QUTEC OL ETMILOECELG EMNPEACAV TOUC OPYAVIOMOU G UMopEL
va BonBnost wote va BeAtiwdel n avtipetwrnior toug. To va potpdlovtal ol TAnpodopies yia
plo  emiBeon KOl TIC OXETIKEG OQUMALTACEL], HEOCW TWV OUASWV TWV OPYOVIOHWV
KuBepvoaocdadelag, oOnwg o ENISA (Opyaviopdg tng Eupwnaikng ‘Evwong ywo Tnv
KuBepvoaoddhela) kat n EIOPA  (Eupwrmaikn Apxl Aocdohicewv kot EmoyyeApotikwv
Juvtagewv), Kol va gival ot mAnpodopieg autec MPooPAcipeg os 0oPaALOTIKEG eTALPIEC KoL
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peoiteg Ba BeATLwWoEL TNV avtamokplon Kat Blwolpdtnta 6Ang tng Eupwmnaikng Owovopiog and
KuBepvoarmelAEg.

BeBaiwg ta dedopéva Twy anattnoswy eivat evaicOnta Kot Ba pEmneL va TpooTateUovTal ToAU
KOAQ, (owg yla mapddeypo amo éva Tpito HEPOC OMWG €vag opyaviopods tng Eupwrmaikng
‘Evwong mou Ba ta GUAAEYEL KoL SLOVEEL.

O oxebLaoUOG HLag KOG YAWOooag yUPpW Ao TO MEPLOTOTLKA {NHULWY OTOV SNUOOLO KOl LELWTLKO
TopEa Ba KAVEL edLKTA TN SnUloupyia plag Kowotntag apotBaiag epmiotoolvng Kal HAAloTto
oUudwva Kal Pe Toug otoxoug tng DORA (Digital Operational Resilience Act).

O 8poLog MPOogG TN BLwoLpoTNTA Ao KvdUvoug KuBepvoxwpou

H aodadiotikn kaluyn eival Iwtikng onupaciag yla tnv otkodounon Puwwowotntag. H
aodpalloTikr) ayopd eV UMOPEL va EVEPYHOEL LOVN VLA VO AVTLUETWITLOTOUV OAEC OL TIPOKANCELC.
OUte pmopel va Bpel Hovn NG TPOmoug yia uPnAOTeEPO TOC0O0TO SLElCOUONG OTLG ETILXELPNOELG
OAWV TWV peyebwv.

KaBe emixeipnon Ba mpemel va £xel wG TPOTEPALOTNTA TNV QVILUETWILON TwV KWwSUVwyY
KUBEpPVOXWPOU Kal Tn BLwoLHOTNTA TNG amo autouc. Kat’ apxnv Ba mpémnel péow tou IT va €xel
aodpaAela Evavtl oTig KUPBepvoemIBEoeLg Kol oxEdlo emavadopds. e 600 PeyaAuTtepo Babud
UTLAPXOUV TA AVWTEPW, TOOO TILo eUKOAO UTtopel va Bpel aodpalloTikr) KAAu .

Emiong n ouvepyacio OAWV TwV EUTTAEKOUEVWV LOLWTIKOU Kal SNUOCLOU ToPEN TIPETIEL val €lval
SLapkng, omwce poavadEPOnKe, Kal oL AUCELG va eival CUAAOYLKEG.
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